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1.0 1.0 TEIRARF+R TF_version=1.0 KW AR —ER
7.2.2 KR AANEHK

RPMBEMIIERAHEIR, EMEMINZE ., BTRPMBRILRIETZEM, FRELEFMERRS
RPMB ACCESS KEY,

7.2.2.1 M ER
NTHEZMRE—EE, FAEXTHRIRPMBEIKEYAN T :

22



FILUEE A B keyE ARPMB, ARBEXNTFREGRAHITIRMN.

/* the sample rpmb key is only used for testing */
const unsigned char emmc_rpmb_key_sample[32] = {0x33,

@ EHIKE3

0x22, 0x11, 0x00,

0x77, 0x66, 0Ox55, 0x44, \

Oxaa, 0x99, 0x88,
Oxff, Oxee, 0xdd, Oxcc, \

oxff, oxff, Oxff,
oxff, oxff, oxff, Oxff, \

oxff, oxff, Oxff,
oxff, Oxff, oxff, Oxff};

HB— ¥IIRRPMB key

N
3
[

TBR="

C910
C910
C910
C910
C910
C910
C910
C910

Light#
Light#
Light#
Light#
Light#
Light#
Light#
Light#

mw
mw
mw
mw
mw
mw
mw
mw

0x80000000
0x80000004
0x80000008
0x8000000C
0x80000010
0x80000014
0x80000018
0x8000001c

0x00112233
0x44556677
0x8899aabb
Oxccddeeff
OxFFFFFFFF
OXFFFFFFFF
OxXFFFFFFFF
OXFFFFFFFF

@ SHIHE

2 ERPMB KEY

@ SHIHE

C910 Light# mmc rpmb key 0x80000000
Warning: Programming authentication key can be done only once !

Use this command only if you are sure of what you are doing,
Really perform the key programming? <y/N> y

A TFRBRIRA

TF_version {1 FBlock0 offset16, TIRPMB—/"BLOCK size AX/NE256%, M T#< SWE 1t
TF_versiony0x00000000.
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C910 Light# mw 0x82000010 0x00000000
C910 Light# mmc rpmb write 0x82000000 0 1 0x80000000
C910 Light# mmc rpmb read 0x83000000 0 1
C910 Light# md 0x83000000

83000000:
83000010:
83000020:
83000030:
83000040:
83000050:
83000060:
83000070:
83000080:
83000090:
830000a0:
830000b0:
830000c0:
830000d0:
830000€0:
830000f0:

TEFfffff
00000000
TEFfffff
fEffffff
TEFfffff
fEffffff
TEFfffff
fEffffff
TEFfffff
fEffffff
TEFfffff
fEffffff
ffffff7d
fEffffff
TEFfffff
fEffffff

TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
Tfffbfff
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef

TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fffffffd
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TEffffdf
fEFFfffef

TIFFffff
fEFFffff
fffffffd
fEFFffff
TIFFffff
fEFFffff
TIFFffff
fEFFffff
TIFFffff
ffffffdf
TIFFffff
fEFF7Fff
TIFFffff
fEFFffff
TIFFffff
fEFFffff

@ SHHHD

BT B ERPMBEE, FHIATF versionhRZS#51% & F{0x00000000

7.3.2.2 =miE
SZLightith F AP NRN B B A08 F A1 3.2E T T RPMB ACCESS KEY 1% 5 FIRPMBRAB#IIAL .

7.2.3 FERIFHIE

RS ZEZLZ2THRPFMREN2.4.2.28T - £ Rtrust_firmware.binZEZH1%,
FHSEZETERFPFMEN2.4.3.2877 - £ Hitf.extd X4,

7.3 TEEFA %

7.3.1 kRS0
TEER &k A7FiEERPMBZ [d]Block0 offset0 TEE_versionFFEXE, RAIEEEH, RAEIAXY, H
AR ASHL AR AN T -

o XHREMA, WRABETEE(0~255), RAEHERREEMT,

o YRIEREMA, MRABESEE(0~255), RAEHMITEK,
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HETARA  FHRARZAE

1.2 1.1
1.2 1.5
3.5 4.4
3.5 2.5
3.5 7.6
1.0 1.0
7.3.2 KR A¥IEHE

AR T+
FFRERAETR
FREMRAEFR
REIRAEFR
LERRAEFR
LERAEFR
REIRAEFR

ARAEEFr
TEE_version=1.1
TEE_version=1.5
TEE_version=4.4
TEE_version=3.5
TEE_version=3.5

TEE_version=1.0

FHRER KR E

RIN
2%
AIN
KK
KW
KK

RZASFE 2R
RS BE 2R
ARAS—24

RPMBEMHIERBELR, TEMEMNEZE, HTRPMBIIGRIABZEME, FEAEETMEGRS

RPMB ACCESS KEY,

7.3.2.1 Mif &R
NTFHERZMRE—EE, FAEXTHRIRPMBEIKEYAN T :

B BAIEIE AT 3808 key B NRPMB, RGN TFEGARAHITHIAW .
HIBE—: IR RPMB key

/* the sample rpmb key is only used for testing */

const unsigned char emmc_rpmb_key_sample[32] = {0x33,

0x77, 0x66, 0x55, 0x44, \

Oxff, Oxee, 0Oxdd, Oxcc, \

oxff, oxff, oxff, oxff, \

oxff, Oxff, Oxff, Oxff};

0xbb,

oxff,

oxff,

@ SHHEI

0x22, 0x11, 0x00,

Oxaa, 0x99, 0x88,

oxff, oxff, Oxff,

oxff, oxff, Oxff,
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C910
C910
C910
C910
C910
C910
C910
C910

Light#
Light#
Light#
Light#
Light#
Light#
Light#
Light#

mw
mw
mw
mw
mw
mw
mw
mw

HIBT . RERPMB KEY

0x80000000
0x80000004
0x80000008
0x8000000cC
0x80000010
0x80000014
0x80000018
0x8000001c

0x00112233
0x44556677
0x8899%aabb
Oxccddeeff
OXFFFFFFFF
OxFFFFFFFF
OXFFFFFFFF
OxFFFFFFFF

C910 Light# mmc rpmb key 0x80000000

@ SHIRHE

@ SHTE3

Warning: Programming authentication key can be done only once !
Use this command only if you are sure of what you are doing,
Really perform the key programming? <y/N> y

SR=: FIALTFRIGMRA

TF_version fiZ FBlock0 offset0, MRPMB—""BLOCK size X/\EZ256F T, LA TFH<EVBRMN
TF_version90x00000000.
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C910 Light# mw 0x82000000 0x00000000
C910 Light# mmc rpmb write 0x82000000 0 1 0x80000000
C910 Light# mmc rpmb read 0x83000000 0 1
C910 Light# md 0x83000000

83000000:
83000010:
83000020:
83000030:
83000040:
83000050:
83000060:
83000070:
83000080:
83000090:
830000a0:
830000b0:
830000c0:
830000d0:
830000€0:
830000f0:

00000000
00000000
TEFfffff
fEffffff
TEFfffff
fEffffff
TEFfffff
fEffffff
TEFfffff
fEffffff
TEFfffff
fEffffff
ffffff7d
fEffffff
TEFfffff
fEffffff

TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
Tfffbfff
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef

TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TIFFffeef
fffffffd
TIFFffeef
fEFFfffef
TIFFffeef
fEFFfffef
TEffffdf
fEFFfffef

TIFFffff
fEFFffff
fffffffd
fEFFffff
TIFFffff
fEFFffff
TIFFffff
fEFFffff
TIFFffff
ffffffdf
TIFFffff
fEFF7Fff
TIFFffff
fEFFffff
TIFFffff
fEFFffff

@ EHIKE3

W EHERPMBEIE, HEIATEE_versionhRZ<#%i% & FX0x00000000
7.3.2.2 = RiE
SZLightith F AP NRN B B A08 F A1 3.2E T T RPMB ACCESS KEY 1% 5 FIRPMBRAB#IIAL .

7.3.3 FERUFHIE

FHSEL2TERFPFREN2.4.2.38T - £tee.binBRES.
FRsEZLR2TEHRAPFRERN2.4.332F T - £ litee.extd {4,

7.4 BB TR

7.4.1 AERIE



¥ FastBoot ool Secure Upgrade Flow
‘ image

N
Yes

1. Enter fastboot . 2. Load image into . 3. Reboot to enter . 4. Venfy image » 5. Upgrade desired

o authenticity and . o
mode STASH partition upgrade mode e et image partition

lm

Reboot

L EHR MMM AR A XANFISR—RAuboot AN HTRIGIGER AR, WEl#HiTuboot ERHITHREZEE IR
SE528T,

FHERRFEER -

# A uboot fastboott&zt,, FHfF LMl &% ?l'Q& S5

@i fastboot LI N A%, FiEfEstashP X, REARITEMNEER.,

RAEREHENFRIEL.

AGHIERGHNEIMMTEN, URKEERASAN, NRAFESTHE, #HA6,

MRFFETE, BEEAREERENDEX

BRARITSUERRER.

.@P‘P.@!\’.—‘

7.4.2 UBOOTHE{GH K
—ib: RS EAFMENTN.3ET — & HubootiBIEF R Euboot.exta,

%’://1 LﬂfastbootIE@EE’\Jl|ght_fm_singIe_rank_uboot_upd.batﬂEI]ZIK*lJﬁﬁUBOOT?‘iEﬁi&ﬁ
ubootfRIGFH K.
FE:
e J@iTlight_fm_single_rank_uboot.bat@ Al AEENTFREFHITEH, FZERBRANEZFRZ R
%, —RERTIFLEAHL.

7.4.3 TFHRIGHK

F—%: FMSERFREMNT.2.3EFT - £RISEGH RS .extd,
St A TfastbootIE@EE’]llght fm_single_rank_tf_upd.batfIZAFAUBOOT A R #HITTFHR G
x,
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EE:
o Eidlight_fm_single_rank_tf.bat2 A IAHIZN TFEGIHITERF, FTSZRRANESZT ST,
—RRERTIELZEHE,

7.4.4 TEESRIGH R
F— FMSERFMEMNT.IIET - EltecRE AR Btee.extd,
F T4 @idfastboot TE B EMlight_fm_single_rank_tee_upd.batBlZA<FIFHUBOOT A X #1TTEEE
BHRK,
B
o BEidlight_fm_single_rank_tee.batfI AR MEIZEN TEER B HITEF, T2ZERRANESRZEF
M, —RERATIERZEAR,

8. ZETFME

2ZGlobal Platform storage APIsi#{TE IR IIETFE,

9. ZEEIR

A2 F7

10. Z21t &

22 Global Platform Cryptographic APIs#{TEZME% &%,

1. 222N

ZEFRAAXISAP A AXBSTANICA, HiEreleaselISDKEEEE T demofFASE &R, demoik
1290°F:
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- @ SHHHD

— demo
|  }— host

| L ta

— doc

| L— readme.txt

— export
| | ta-rve4

| L— tee-client
I— pre-build

|  }— boot

I— ree-related

— tee-os

|
|
| L— trust-firmware
L— tools

Hep:

e demo/host JCAHFF & demo

e demo/ta ITARIFF & demo

o export/ta—rv64 HTAFFRMKIBVERX M, W kXM, FEURRZFHA
e export/tee—client JJCAFF & MIAYHE X S 14
BIFANFRIRAIES ZE RN FSDK & Fift.

12. BilliRSE
12.1 Global Platform APIs]iz

12.1.1 FRER

xtestB S HIMNE B HII Foptee_test/host/xtestBE T, EHMIXCAET EBIRAERGIobal Platform
Client APIs#{TH&ZIEA, BEARFIPTUSZE B R TR

ML EEE: https://optee.readthedocs.io/en/latest/building/gits/optee_test.html
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https://yuque.antfin.com/occ/rgizr3/gvzarh
https://optee.readthedocs.io/en/latest/building/gits/optee_test.html

- @ SHHHD

adbg crypto_common.h LICENSE rand_stream.h
regression_4100.c sdp_basic.c stats.c xtest_test.c
aes_perf.c ap Makefile regression_1000.c
regression_5000.c sdp_basic.h stats.h xtest_test.h
benchmark_1000.c include nist regression_2000.c
regression_6000.c sha_perf.c xtest_helpers.c xtest_uuid_helpers.c
benchmark_2000.c install_ta.c pkcsll_1000.c regression_4000.c

RABIAMILABG, xtestMiX@EILOGHIT:

- @ SHIHE

26059 subtests of which @ failed
89 test cases of which @ failed
0 test cases were skipped
TEE test application done!

12.1.2 MM
AP R I E S inxtestMiA B, i@ /EBIINFSHEMIMERBETIRoOFSE, REHIEET
ExtestliE AT AT ST

12.2 ZZ 35l
12.2.1 JERLECOTIER

WIIBOOTROMA R IR B A 1%, HiTlight_fm_single_rank_system.batEE=FiBtE&E, LBHE
N2, BIBABEILinux kernel RREEIEIN
IR IRBCOTRAREMNHRGE AT EBTimagesign LEFHITER ., BT efuseNEEHITRS.

12.2.2 RIGCOTHET

BIYBOOTROMA K EERE 1, H{Tlight_fm_single_rank_system.batixE=fiBEE GG, LBHE
BN, BIBABEILinux kernel%j_')'—"'ﬁ)]ﬁil}]

AR RECOTEARENRELNEEE TimagesignTEFITER ., B, efuseEBHITHRESIE
NEZEEESH,

123 ZEHEK
12.3.1 ubootiBIEFHK
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ubootiRIEF KB uboot HTUiHIT, IRITFIAZER TANKZRGEHITER, RREMEXTAEIHE,

BR8EET7.43 TFHEEHAR,
E—%: 4 R{u-boot-with—spl.binfIZZrRA, ARASF9v0.0

BEfSER2TERAFREMRED2.4.2.1 EHTFER5ES, RASHv0.0,

light_fm_single_rank_uboot.batfl A 3# 17425 B,

ET&H: R HEIu-boot-with—spl..binfgkRZ<Av0.0

B8 ZEY7.1.2 lRA¥IAH F9v0.0

E=%: HRu-boot-with—spl..binfIZRZRRAS, RASFIv1.0
BsER2TERAFPFMET2.4.2.1 ERERE R, RESHVI0
EME: FKu-boot—with—spl..binAv1.0

AT Tlight_fm_single_rank_uboot_upd.bat

12.3.2 TFERIGH K

TRREEARESuboot HN#HT, RITAMAERTANEZREHTER, AREMEXTMEAX MG, BIF

SEBT7.43 TFREHAR,
E; % Hptrust_firmware.binlIZE ZiRA, hRAFv0.0

BSER2TERAFREMRED2.4.2.1 EHTFER5EE, RASHv0.0,

light_fm_single_rank_tf.batil A #1765 B,

BH: MR EETtrust_firmware.binBgiR 7S Fv0.0
BIRSEETT7.2.2 lRA4IIEL V0.0

E=44: L ptrust_firmware binfIB R RA, hRZASFIv1.0
BirsE2Le2TERAFPFRET2.4.2.1 ERTFERER, RAS V10
BIE: FAtrust_firmware.bingv1.0
HATHTlight_fm_single_rank_tf_upd.bat

12.3.3 TEEFRIGH K

TEERGHARE I uboot FE T, RITFAIRER TANZKRGHTER, REEMEXTARAXMG. B

KSEZET7.4.4 TEEBGFHLE,
£ S ptee.binlIBRIRA, KRZAFv0.0

ArsEL2TERFFMET2.4.2.2 EHTFERER, RASHV0.0,

light_fm_single_rank_tee.batfl A #1T/% 5 B,

BT YA HFTtee.binfkRZAJv0.0

BRSEET7.3.2 lRAVIIE V0.0

FE=: Eplitee.binfIBEZARA, KRAFV1.0
BsER2TERFPFMET2.4.2.1 ERTFERRER, RASHVI0
EI%: Fhtee.binFgvl.0

B TH1Tlight_fm_single_rank_tee_upd.bat

Bl
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12.4 Z%E 2150

TEE OSXZ#5 A ECoreBR ST ETAR TIAE, thilEiR AEIICANFBIZITERERCore £, TEE OSH]
MER 2 EBARECorefHlH, MMmSERERAITARIER.

ATEEOSELEE, ®UEECFG_TEE_CORE_NB_CORER N4, WMIRTEE OS &% 3z1%F4 Core,
BEIERT, LHEEECPU Coren i EBIRMERASIRIIRIBERDECH, BIEZDHEZRAIA,

Linux Kernel 2R A /581 A T an 21ZE cpufE B LATBIALY T core FELE LR,
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O© 00 N O Ul A WN B

BB PP WWWWWWWWWWNNDNDNMNNNNNNNREPRPRPRPRPRPRERRREREREBRE
O WNFPOOCOUONOUPSA, WNRPRPROWOVOLONOU PBAWNREPEOSOOOLONO U WNEROS

root@light—fm-1linux-v@:~# cat /proc/cpuinfo

processor
hart

isa

mmu

cpu-freq
cpu—icache
cpu—-dcache
cpu—12cache
cpu-tlb
cpu—cacheline
cpu-vector

processor
hart

isa

mmu

cpu-freq
cpu—icache
cpu—-dcache
cpu—12cache
cpu-tlb
cpu—cacheline
cpu-vector

processor
hart

isa

mmu

cpu-freq
cpu—icache
cpu—-dcache
cpu—12cache
cpu-tlb
cpu—cacheline
cpu-vector

processor
hart

isa

mmu
cpu-freq
cpu—icache
cpu—-dcache
cpu—12cache

1 0
1 0

rve4imafdcvsu

1 sv39

: 1.848Ghz

: 64KB

! 64KB

: 1MB

: 1024 4-ways
! 64Bytes

1 0.7.1

01
01

rve4imafdcvsu

1 sv39

: 1.848Ghz

: 64KB

! 64KB

: 1MB

: 1024 4-ways
: 64Bytes

1 0.7.1

1 2
2 2

rve4imafdcvsu

1 sv39

: 1.848Ghz

: 64KB

! 64KB

: 1MB

: 1024 4-ways
: 64Bytes

1 0.7.1

3
2 3

rve4imafdcvsu

: sv39

: 1.848Ghz
: 64KB

: 64KB

: 1MB

@ SHIRHE
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cpu-tlb : 1024 4-ways
cpu—cacheline : 64Bytes
cpu-vector 1 0.7.1

12.5 2N HASDKHF &

Tsec_sdk(ZEF A ESDK)ER T ZEN A &Hdemo, Zdemote AR AL ENARHETSEE
R, RPAIUSEZXMERFLRECHNTENA, BEIFHANNTARINSZLENASDK & Ff:
https://yuque.antfin.com/occ/rgizr3/gvzarh

IFTIEANRIE R R T

£—%: fECA

F# N\ B %./demo/host/ [F1EE SH T B5E:

CROS5 COMPILE ?= /home/gbg/work/src/xuantie-tee/toolchains/riscv6d/bin/riscv6d-1linux-gnu-

TEEC_EXPORT ?= ../../export/tee-client
RE, RITHmL
= Q@ EHIE
make
ERXHESIBER:

Nbg@docker-ubuntuld:hosts LL
otal 36

Hrwxr-xr-x 2

D rWXr-xr-x 4

BL HETA
F#NB%./demo/ta/ R1ZXBE ST BEHE:

35


https://yuque.antfin.com/occ/rgizr3/gvzarh

B 111D DL (YUY ) Bl ST UL 1HE 1L LRUNI

EE_TA_LOG_LEVEL 7= 4

/riscv64-linux-gnu-

v @ SHIHE

make

ERXHESRIER:

users
users 7

users 8 aaszU
- TWXF-XF-X 5
-rW-r--r--

S WATE YT Y]

P
-TW-F--F--
-TW-r--r--
-TW-r--r--
-TW-F--F--
-TW-r--r--
drwxr-xr-x
-rW-r--r--
-TW-r--r--
-TW-r--r--
-rW-r--r--
-TW-TF--TF--
- TW-T--T--

users
users
users
users
users
users
users
users
users
users
users

hello_world_ta.c

hello_world_ta.o
1lo_world_ta.o.cmd
lo_world ta.o.d

} user_ ta header defines.h
user ta header.o

R e e e = I I S I S S I S I S SN O
e N e R e e N T e e N e T

BE=H1BIT:
Flight FEIR LIEITRET RS, HER#H AkernelZ[5:
o J§ EiRAE R AIta (8aaaf200-2450-11e4—abe2-0002a5d5¢c51b.ta) ##D1Fl/lib/optee_armtz/
o WKcaZNEIAFBER~/
BITREEFISERAT, HAtalZTIER (FE: RIFNIZEHEITItee—supplicant EETHITtee-
supplicant &)
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- @ SHHHD

root@light—fm-linux-v@:~# ./optee_example_hello_world

D/TC:? @ tee_ta_init_pseudo_ta_session:299 Lookup pseudo TA 8aaaf200-
2450-11e4—-abe2-0002a5d5c51b

D/TC:? @ ldelf_load_1ldelf:95 ldelf load address 0x40002000

D/LD: 1delf:134 Loading TS 8aaaf200-2450-1le4-abe2-0002a5d5c51b
D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF 8aaaf200-2450-
11led4-abe2-0002a5d5c51b (Secure Storage TA)

D/TC:? @ ldelf_syscall_open_bin:151 res=0xffff0008

D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF 8aaaf200-2450-
1le4-abe2-0002a5d5c51b (REE)

D/TC:? @ ldelf_syscall_open_bin:151 res=0

D/LD: 1delf:168 ELF (8aaaf200-2450-11e4-abe2-0002a5d5c51b) at 0x4007d000
D/TA: TA_CreateEntryPoint:39 has been called

D/TA: TA_OpenSessionEntryPoint:68 has been called

I/TA: Hello World!

D/TA: inc_value:105 has been called

I/TA: Got value: 42 from NW

I/TA: Increase value to: 43

D/TC:? @ tee_ta_close_session:516 csess Oxff0967a0 id 1

D/TC:? @ tee_ta_close_session:535 Destroy session

I/TA: Goodbye!

D/TA: TA_DestroyEntryPoint:50 has been called

D/TC:? @ destroy_context:312 Destroy TA ctx (0xff096740)

Invoking TA to increment 42

TA incremented value to 43

12.6 T2 11

TODO, NBUEEICAIIATINEE, MWW EFERBENR, JFRE, THEEEHSSIAYIERR 1% AE
H, LkNEMTNEZ T84, BARLUNETXXXME, FAUEENE R TEE 7TXXXXME., BEFRXHE
ZEA, EmEBE, EEBEZFTMEUTBXH., BER, TEENAFPKREANGEER.,

12.6.1 B4
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v @ ST

TEEC_Result create_secure_object(struct test_ctx *ctx, char xfileName)

- {
TEEC_Operation op;
uint32_t origin;
memset (&op, 0, sizeof(op));
op.paramTypes = TEEC_PARAM_TYPES(TEEC_MEMREF_TEMP_INPUT,
TEEC_MEMREF_TEMP_INPUT,
TEEC_NONE, TEEC_NONE);
op.params[0].tmpref.buffer = fileName;
op.params[0].tmpref.size = strlen(fileName);
//BRGIEES
TEEC_InvokeCommand (&ctx—->sess, TA_SECURE_STORAGE_CMD_CREATE, &op,
&origin);
I

E—%: BREIFHCA (optee_example_secure_storage) 5EMNEMARIRIFE (make run Simake —
fgemu.mk all) , BagemuREIAL

QEMU 6.0.8 monitor - type 'help' for more information

Welcome to Buildroot, type root or test to login

buildroot login: root

EH: BRICARATRIESH

# optee_example_secure_storage

Prepare session with the TA

Test on object "objl"
Create and load object in the TA secure storage

create fs : objl .

create objl success, 0x0

BEEENNXH T 2 R

# ls [/data/tee

0 1 2 dirf.db
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TRRIEXHINEEIES, BIhZiE, fEAMIfileName: objl, ZIITEELE, S#EREEXN
fY/data/tee/ B & T e pidirf. de‘dﬁF dirf. db X AT REFERNLTEXHNEXER, B— U
F (file_number/@lf) MRLIORBIBNZEXHE, XBER2SXMH, BEthE@id TiEEdirf.doXX 4
RILEIRE XX,

12.6.2 EFIN (%
- Q@ EFHIHE

1 TEEC_Result write_secure_object(struct test_ctx *ctx, char xfileName,
char *data)

2+ A
3 TEEC_Operation op;
4 uint32_t origin;
5 memset (&op, 0, sizeof(op));
6 op.paramTypes = TEEC_PARAM_TYPES(TEEC_MEMREF_TEMP_INPUT,
7 TEEC_MEMREF_TEMP_INPUT,
8 TEEC_NONE, TEEC_NONE);
9
10 op.params[@].tmpref.buffer = fileName;
11 op.params[@].tmpref.size = strlen(fileName);
12 op.params[1].tmpref.buffer = data;
13 op.params[1l].tmpref.size = strlen(data);
14 //ARBAXMGES
15 TEEC_InvokeCommand(&ctx—>sess, TA_SECURE_STORAGE_CMD_WRITE, &op,
&origin);
16 e
17 +
RIBEIEXHRE, XBECARIGEHNEE XHIES:

Test on object "obj1"
Create and load object in the TA secure storage

create fs : objl .

create objl success, 0x8

write data : aaaaaaav in objl.

Command write success: @x0 / 4

A TEEXNRIE ileName: obj1EREFT R EXHRIGM (XPIREZE T —RIIKIIE, SRLRITFR
%) , BETRGNHTEIENENEE, BRENREXHZET-—RIIREERE, RREAHI.

12.6.3 IEE &
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v @ ST

1 TEEC_Result read_secure_object(struct test_ctx xctx, char xfileName,
char xdata, size_t data_len)

2 v A

3 TEEC_Operation op;

4 uint32_t origin;

5 memset (&op, 0, sizeof(op));

6 op.paramTypes = TEEC_PARAM_TYPES(TEEC_MEMREF_TEMP_INPUT,

7 TEEC_MEMREF_TEMP_OUTPUT,

8 TEEC_NONE, TEEC_NONE);

9

10 op.params[0].tmpref.buffer = fileName;

11 op.params[0].tmpref.size = strlen(fileName);

12 op.params[1].tmpref.buffer = data;

13 op.params[1].tmpref.size = data_len;

14 //ARIEERXHES

15 TEEC_InvokeCommand (&ctx—>sess,TA_SECURE_STORAGE_CMD_READ, &op,
&origin);

16

17 b

IRIBCIESHFRIMIE, XECARIGBMINZEHIES

Read fs obji1.

Command read success: 0x0 / 4

read data : aaaaaaav from obji1.

ATEEXBIRHEfileName: obj13REFTFHREXHIER (X MMEREEE T —RIAVEIUE, &ELFIK
7)) , BETZOWBTEIRILEURTE, BRAEMTENHRET—RINTRIRE, RELIZEEIN,

12.6.4 MBS ST 1%
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v

@ ST

TEEC_Result delete_secure_object(struct test_ctx *ctx, char xfileName)

{
EEC_Operation op;
uint32_t origin;
memset (&op, 0, sizeof(op));
op.paramTypes = TEEC_PARAM_TYPES(TEEC_MEMREF_TEMP_INPUT,
TEEC_NONE, TEEC_NONE, TEEC_NONE);
op.params[0].tmpref.buffer = fileName;
op.params[0].tmpref.size = strlen(fileName);
// VERRBR XX HiE<
TEEC_InvokeCommand(&ctx—>sess, TA_SECURE_STORAGE_CMD_DELETE, &op,
&origin);
}

RIERIEXHRME, XECARIKBMIEMBR I HFIES

delete fs:

obj1

Command delete success: 0x0 / 4

We're done, close and release TEE resources
# ls /data/tee

(6]

1

dirf.db

A TEEXBRHEfileName obJMkEXﬂ?:H REXXMHRIEMR (X EREE T —RIIMIIE, SRLRVFR

) | EET AT SR, B dirf.doXHBIEE, BARRINEb]1 XY 2 S
i
12.6.5 Efp B4k
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v @ ST

TEEC_Result rename_secure_object(struct test_ctx *ctx, charx oldName,
charx newName)
- {
TEEC_Operation op;
uint32_t origin;
memset (&op, 0, sizeof(op));
op.paramTypes = TEEC_PARAM_TYPES(TEEC_MEMREF_TEMP_INPUT,
TEEC_MEMREF_TEMP_INPUT, TEEC_NONE, TEEC_NONE);
op.params[0].tmpref.buffer = oldName;
op.params[0].tmpref.size = strlen(oldName);
op.params[1].tmpref.buffer = newName;
op.params[1]. tmpref.size = strlen(newName);
/I BRAXHERRIER
TEEC_InvokeCommand(&ctx—>sess, TA_SECURE_STORAGE_CMD_RENAME, &op,
&origin);

RIFQIR X HRMIE, XECARIFEMHNEXHERRIEL:

Command rename : 4

Rename newName obj2 success.

use newName: obj2, Read fs.
Command read success: 0x0 [/ 4

read data : aaaaaaav .

We're done, close and release TEE resources
# 1ls fdata/tee
0 1 dirf.db

A TEEXAMRHEoldName: objTSRENFT R HRER (X MIRET T —RIIAKIE, SEAFR
%) , BELROMHITXGEDRERE, EAnewName: obj2, REMINEGREE, FIURIEE
WX 4 B obj 2 RIZMEEM B RHKAVEE, TE2EXHR 217X,

R LEHRINREFMINE, ETEEXDH THENERNRENG, IRFEH—F T, AIHHE
— RPN, LLMBIRREXHERR. SliEdirf.dbXXHiNEE, SIEITAZEXHRETMINT

2. fIFdirf.doXX IR RFREXMHIIERE. K2 FMERNKEYNTE. KEXHIRI, &
BNZHRESFS, XEMAT LD,

12.6 £ HiE
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12.6.1 FEHLEL

1. Enable HW RNG

e Tfoptee_os/core/arch/riscv/plat-light/conf.mkH{E&
o CFG_THEAD_RAMBUS 7=y
o  CFG_THEAD_RAMBUS_RNG ?= vy

2. XTESTMH
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39
40

@ SHIRHE

root@light—fm-linux:~# tee-supplicant &
[2] 296
[1]  Done(127) tee_supplicant

D/TC:? @ tee_ta_init_session_with_context:611 Re-open TA 7011a688-ddde—

4053-a5a9-7b3c4ddf13b8
D/TC:? @ tee_ta_close_session:516 csess 0x1c0989f0 id 1
D/TC:? @ tee_ta_close_session:535 Destroy session

root@light—fm-linux:~# xtest -t regression 4004

Test ID: 4004

D/TC:? @ tee_ta_init_pseudo_ta_session:299 Lookup pseudo TA cb3e5bad-
adf1l-11e0-998b-0002a5d5c51b

D/TC:? @ ldelf_load_ldelf:95 ldelf load address 0x40002000

D/LD: 1ldelf:134 Loading TS cb3e5ba®-adfl-11e0-998b-0002a5d5c51b
D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF cb3e5bad-adfl-
11e0-998b-0002a5d5c51b (Secure Storage TA)

Run test suite with level=0

TEE test application started overD/TC:? @ ldelf_syscall_open_bin:151
res=0xffffo008
D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF cb3e5bad-adfl-
11e0-998b-0002a5d5c51b (REE)
default TEE instance
L L B L S B N L e et
#
# regression
D/TC:? @ ldelf_syscall_open_bin:151 res=0
#
e e e A e o e s

* regression_4004 Test TEE Internal API get random
0 regression_4004.1 TEE get random

D/LD: 1delf:168 ELF (cb3e5ba@-adfl-11e0-998b-0002a5d5c51b) at 0x4004d000

D/TC:? @ tee_ta_close_session:516 csess 0x1c0989f0 id 1
D/TC:? @ tee_ta_close_session:535 Destroy session
D/TC:? @ destroy_context:312 Destroy TA ctx (0x1c©98990)
regression_4004.1 OK
regression_4004 0K

Result of testsuite regression filtered by "4004":
regression_4004 OK

1
T

8 subtests of which 0 failed
1 test case of which @ failed
88 test cases were skipped




TEE test application done!
[3]1+ Done(127) tee_supplicant

12.6.2 IRFHEE

1. Enable HW HASH

e Tfoptee_os/core/arc/riscv/plat-light/conf.mkH &
o CFG_THEAD_RAMBUS 7=y
o CFG_THEAD_RAMBUS_HASH 7=y

2. XTESTIL,
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@ SHIRHE

root@light—-fm-linux:~# tee-supplicant &

[1] 292

D/TC:? @ tee_ta_init_session_with_context:611 Re-open TA 7011a688-ddde-
4053-a5a9-7b3c4ddf13b8

D/TC:? @ tee_ta_close_session:516 csess 0x1c0999f0 id 1

D/TC:? 0 tee_ta_close_session:535 Destroy session
root@light—fm-linux:~# [ 33.837887] 1lcd0@_en: disabling

[ 33.840962] 1cd@_bias_en: disabling

[ 33.844554] 1lcdl_en: disabling

[ 33.847666] lcdl_bias_en: disabling

xtest -t regression 4004

Test ID: 4004

D/TC:? @ tee_ta_init_pseudo_ta_session:299 Lookup pseudo TA cb3e5bad-
adf1-11e0-998b-0002a5d5c51b

D/TC:? @ ldelf_load_1ldelf:95 ldelf load address 0x40002000

D/LD: 1ldelf:134 Loading TS cb3e5bad-adfl-11e0-998b-0002a5d5c51b
D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF ch3e5bad-adfl-
11e0-998b-0002a5d5c51b (Secure Storage TA)

Run test suite wD/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo
0x50000004

D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

ith level=0

TEE test application started over default TEE instance
H#A##H#H#HD/TC:? O drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo
0x50000004

D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

B L B I R I S S Il BB IS B RIS S IS i

#

# regression

#

#H###RHHHHH#AH#D/TC:? 0 drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo
0x50000004

D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0
HHHBHHBHHBHHBHHBHH AR HHRHHRHARHAHD/TC:? 0 Lldelf_syscall_open_bin:151
res=0xffffo0008

D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF ch3e5bad-adfl-
11e0-998b-0002a5d5c51b (REE)

HHHH IR
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* regression_4004 Test TEE Internal API get random

0 regression_4004.1 TEE get raD/TC:? @ drvcrypt_hash_alloc_ctx:18 hash

alloc_ctx algo 0x50000004

D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ ldelf_syscall_open_bin:151 res=0

ndom

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/LD: 1ldelf:168 ELF (cb3e5bad-adfl-11e0-998b-0002a5d5c51b) at
0x40028000

D/TC:? @ tee_ta_close_session:516 csess 0x1c0999f0 id 1
D/TC:? @ tee_ta_close_session:535 Destroy session
D/TC:? @ destroy_context:312 Destroy TA ctx (0x1c099990)
regression_4004.1 0K
regression_4004 0K

4

Result of testsuite regression filtered by "4004":
regression_4004 0K

8 subtests of which @ failed

1 test case of which @ failed

88 test cases were skipped

TEE test application done!
root@light—-fm-linux:~# xtest -t regression 4001
Test ID: 4001

D/TC:? @ tee_ta_init_pseudo_ta_session:299 Lookup pseudo TA cb3e5bad-

adf1-11e0-998b-0002a5d5c51b
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D/TC:? @ ldelf_load_ldelf:95 ldelf load address 0x40002000

D/LD: 1ldelf:134 Loading TS cb3e5ba®-adfl1-11e0-998b-0002a5d5c51b
D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF cb3e5ba0-adfl-
11e0-998b-0002a5d5c51b (Secure Storage TA)

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

Run test suite with level=0

TD/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ ldelf_syscall_open_bin:151 res=0xffff0008

D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF cb3e5ba0-adfl-
11e0-998b-0002a5d5c51b (REE)

EE test application started over default TEE instance
#H#HA#H#H#H#HD/TC:? O drverypt_hash_alloc_ctx:18 hash alloc_ctx algo
0x50000004

D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ ldelf_syscall_open_bin:151 res=0
e e e e

#

# regression

#

e e e s et e

* regression_4001 Test TEE Internal API hash operations

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

D/LD: 1ldelf:168 ELF (cb3e5bad-adfl-11e0-998b-0002a5d5c51b) at
0x40064000

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000001
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009

D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000001
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000002
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000002
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009

regression_4001.1 OK
0 regression_4001.2 HasD/TC:? @ drvcrypt_hash_alloc_ctx:18 hash
alloc_ctx algo 0x50000003
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000003
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
h case 1 algo 0x50000002
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regression_4001.2 OKD/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx
algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0

0 regression_4001.3 Hash case 2 algo 0x5000000D/TC:? 0
drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000004
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret 0x0
3

regression_4001.3 0K
0 regression_4001.4 HD/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx
algo 0x50000005
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000005
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
ash case 3 algo 0x50000004

regression_4001.4 D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx
algo 0x50000006
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000006
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
0K
0 regression_4001.5 Hash case 4 algo 0x50000D/TC:? O
drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000007
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000007
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
004

regression_4001.5 0K
0 regression_4001.6D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx
algo 0x50000007
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009
D/TC:? @ drvcrypt_hash_alloc_ctx:18 hash alloc_ctx algo 0x50000007
D/TC:? @ drvcrypt_hash_alloc_ctx:27 hash alloc_ctx ret OxFFFF0009

Hash case 5 algo 0x50000005

regression_4001.D/TC:? @ tee_ta_close_session:516 csess 0x1c0999f0 id
1
D/TC:? @ tee_ta_close_session:535 Destroy session
D/TC:? @ destroy_context:312 Destroy TA ctx (0x1c099990)
6 OK
0 regression_4001.7 Hash case 6 algo 0x50000006

regression_4001.7 0K
0 regression_4001.8 Hash case 7 algo 0x50000007

regression_4001.8 0K
0 regression_4001.9 Hash case 8 algo 0x50000007
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regression_4001.9 0K
regression_4001 0K

4

Result of testsuite regression filtered by "4001":
regression_4001 0K

147 subtests of which @ failed
1 test case of which 0 failed
88 test cases were skipped

TEE test application done!
root@light—-fm-linux:~#

12.6.3 HMACE %

1. Enable HW HMAC

e Tfoptee_os/core/arc/riscv/plat-light/conf.mkH &
o CFG_THEAD_RAMBUS 7=y
o CFG_THEAD_RAMBUS_MAC 7=y

2. XTESTIL
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@ SHIRHE

oot@light—fm-linux:~# tee-supplicant &

[1] 281

D/TC:? @ tee_ta_init_session_with_context:611 Re-open TA 7011a688-ddde-
4053-a5a9-7b3c4ddf13b8

D/TC:? @ tee_ta_close_session:516 csess 0x1c@9a9f0 id 1

D/TC:? 0 tee_ta_close_session:535 Destroy session

root@light-fm-linux:~# xtest -t regression 4002

Test ID: 4002

D/TC:? @ tee_ta_init_pseudo_ta_session:299 Lookup pseudo TA cb3e5bad-
adf1-11e0-998b-0002a5d5c51b

D/TC:? @ ldelf_load_1ldelf:95 ldelf load address 0x40002000

D/LD: 1ldelf:134 Loading TS cb3e5bad-adfl1-11e0-998b-0002a5d5c51b

D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF ch3e5bad-adfl-
11e0-998b-0002a5d5c51b (Secure Storage TA)

Run test suite wU/TC: 000000001c@9a0dcc 79 b0 82 21 44 16 d9 f4 3a 9b
el cb 6¢ 4a ba a5

U/TC: 000000001c@9a@dc 43 5c¢ la la 55 b8 ae 51 ¢33 a6 85 74 60 95 21 47
U/TC: 000000001c09adec 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
U/TC: 000000001c09a0fc 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
ith level=0

TEE test application started over default TEE insU/TC: 000000001c099f3c
79 b0 82 21 44 16 d9 f4 3a 9b el cb 6¢c 4a ba a5

U/TC: 000000001c099f4c 43 5c 1la la 55 b8 ae 51 <3 a6 85 74 60 95 21 47
U/TC: 000000001c@99f5c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
U/TC: 000000001c099f6Cc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

D/TC:? @ ldelf_syscall_open_bin:151 res=0xffffo008

D/TC:? @ ldelf_syscall_open_bin:147 Lookup user TA ELF cb3e5ba0-adfl-
11e0-998b-0002a5d5c51b (REE)

tance

e e o s e s s e s e e e e

#

# regression

#

HHABHHBHHAHHHD/TC:? @ ldelf_syscall_open_bin:151 res=0

e e e e e e e e e e e e s e

* regression_4002 Test TEE Internal API MAC operations

U/TC: 000000001c0991cc 79 b0 82 21 44 16 d9 f4 3a 9b el cb 6¢ 4a ba a5
U/TC: 000000001c0991dc 43 5c la l1la 55 b8 ae 51 «¢3 a6 85 74 60 95 21 47
U/TC: 000000001c0991ec 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
U/TC: 000000001c0991fc 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
U/TC: 000000001c09903c 79 b0 82 21 44 16 d9 f4 3a 9b el cb 6¢c 4a ba a5
U/TC: 000000001c09904c 43 5c la l1la 55 b8 ae 51 <¢3 a6 85 74 60 95 21 47
U/TC: 000000001c09905Cc 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
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U/TC: 000000001c09906¢C

D/LD:

0x40059000

0 regression_4002.1
regression_4002.1 0K

0 regression_4002.2 MAC case
regression_4002.2 0K

0 regression_4002.3 MAC case
regression_4002.3 0K

0 regression_4002.4 MAC case
regression_4002.4 0K

0 regression_4002.5 MAC case
regression_4002.5 0K

0 regression_4002.6 MAC case
regression_4002.6 0K

0 regression_4002.7 MAC U/TC:

00 00 00 00 00 00 00 00
U/TC: 000000001c09908c 00 00
U/TC: 000000001c09909c 00 00
U/TC: 000000001c0990ac 00 00
case 6 algo 0x30000004
U/TC: 000000001c09907c 51 57
U/TC: 000000001c09908c 00 00
U/TC: 000000001c09909c 00 00
U/TC: 000000001c0990ac 00 00

regression_4002.7 0K
0 regression_4002.8 MAC U/TC:

00 00 00 00 00 00 00 00
U/TC: 000000001c09908c 00 00
U/TC: 000000001c09909c 00 00
U/TC: 000000001c0990ac 00 00
case 7 algo 0x30000004
U/TC: 000000001c09907c 51 57
U/TC: 000000001c09908c 00 00
U/TC: 000000001c09909c 00 00
U/TC: 000000001c0990ac 00 00

regression_4002.8 0K
0 regression_4002.9 MAC U/TC:

00 00 00 00 00 00 00 00
U/TC: 000000001c09908c 00 00
U/TC: 000000001c09909c 00 00
U/TC: 000000001c0990ac 00 00
case 8 algo 0x30000004
U/TC: 000000001c09907c 6b 65
U/TC: 000000001c09908c 00 00
U/TC: 000000001c09909c 00 00
U/TC: 000000001c0990ac 00 00

regression_4002.9 0K

1 algo

2 algo

3 algo

4 algo

MAC case 0 algo 0x30000001

0x30000001

0x30000002

0x30000002

0x30000003

5 algo 0x30000003

000000001c09907c

00
00
00

45
00
00
00

00
00
00

52
00
00
00

00
00
00

54
00
00
00

00
00
00

59
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

000000001c09907c

00
00
00

45
00
00
00

00
00
00

52
00
00
00

00
00
00

54
00
00
00

00
00
00

59
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

000000001c09907c

00
00
00

79
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

ldelf:168 ELF (cb3e5bad-adfl-11e0-998b-0002a5d5c51b) at

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

51 57 45 52 54 59 00 00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

51 57 45 52 54 59 00 00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

6b 65 79 00 00 00 00 00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00

00
00
00

00
00
00
00
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84 0 regression_4002.10 MACU/TC: 000000001c09907c 6b 65 79 00 00 00 00 00
00 00 00 00 00 00 00 00

85 U/TC: 000000001c09908c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

86 U/TC: 000000001c09909c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

87 U/TC: 000000001c@990ac 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

88 case 9 algo 0x30000004

89 U/TC: 000000001c@9907c 6b 65 79 00 00 00 00 00 00 00 00 00 00 00 00 00

920 U/TC: 000000001c09908c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

91 U/TC: 000000001c09909c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

92 U/TC: 000000001c0990ac 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

93 regression_4002.10 OK
94 0 regression_4002.11 MAC case 10 algo 0x30000005
95 regression_4002.11 OK
96 0 regression_4002.12 MAC case 11 algo 0x30000005
97 regression_4002.12 OK
98 0 regression_4002.13 MAC case 12 algo 0x30000006
99 regression_4002.13 0K
100 0 regression_4002.14 MAC case 13 algo 0x30000006
101 regression_4002.14 OK
102 0 regression_4002.15 MAC case 14 algo 0x30000110
103 regression_4002.15 0K
104 0 regression_4002.16 MAC case 15 algo 0x30000110
105 regression_4002.16 OK
106 0 regression_4002.17 MAC case 16 algo 0x30000111
107 regression_4002.17 OK
108 0 regression_4002.18 MAC case 17 algo 0x30000111
109 regression_4002.18 0K
110 0 regression_4002.19 MAC case 18 algo 0x30000113
111 regression_4002.19 0K
112 0 regression_4002.20 MAC case 19 algo 0x30000113
113 regression_4002.20 OK
114 0 regression_4002.21 MAC case 20 algo 0x30000510
115 regression_4002.21 0K
116 0 regression_4002.22 MAC case 21 algo 0x30000510
117 regression_4002.22 0K
118 0 regression_4002.23 MAC case 22 algo 0x30000511
119 regression_4002.23 0K
120 0 regression_4002.24 MAC case 23 algo 0x30000511
121 regression_4002.24 0K
122 0 regression_4002.25 MAC case 24 algo 0x30000513
123 regression_4002.25 0K
124 0 regression_4002.26 MAC case 25 algo 0x30000513
125 regression_4002.26 OK
126 0 regression_4002.27 MAC case 26 algo 0x30000510
127 regression_4002.27 OK
128 0 regression_4002.28 MAC case 27 algo 0x30000510
129 regression_4002.28 0K

130 0 regression_4002.29 MAC case 28 algo 0x30000511
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131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178

regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.
regression_4002.

29
30
30
31
31
32
32
33
33
34
34
35
35
36
36
37
37
38
38
39
39
40
40
41
41
42
42
43
43
44
44
45
45
46
46
47
47
48
48
49
49
50
50
51
51
52
52
53

0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC
0K
MAC

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

case

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo
algo

algo

0x30000511

0x30000513

0x30000513

0x30000513

0x30000513

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610

0x30000610
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179 regression_4002.53 0K
180 0 regression_4002.54 MAC case 53 algo 0x30000610

181 regression_4002.54 OK

182 0 regression_4002.55 MAC case 54 algo 0x30000610
183 regression_4002.55 0K

184 0 regression_4002.56 MAC case 55 algo 0x30000610
185 regression_4002.56 0K

186 0 regression_4002.57 MAC case 56 algo 0x30000610
187 regression_4002.57 OK

188 0 regression_4002.58 MAC case 57 algo 0xf0000613
189 regression_4002.58 0K

190 0 regression_4002.59 MAC case 58 algo 0xf0000613
191 regression_4002.59 0K

192 0 regression_4002.60 MAC case 59 algo 0xf0000613
193 regression_4002.60 0K

194 0 regression_4002.61 MAC case 60 algo 0xf0000613
195 regression_4002.61 OK

196 0 regression_4002.62 MAC case 61 algo 0xf0000613
197 regression_4002.62 OK

198 0 regression_4002.63 MAC case 62 algo 0xf0000613
199 regression_4002.63 0K

200 0 regression_4002.64 MAC case 63 algo 0xf0000613
201 regression_4002.64 OK

202 0 regression_4002.65 MAC case 64 algo 0xf0000613
203 regression_4002.65 0K

204 0 regression_4002.66 MAC case 65 algo 0xf0000613
205 regression_4002.66 0K

206 0 regression_4002.67 MAC case 66 algo 0xf0000613
207 regression_4002.67 OK

208 0 regression_4002.68 MAC case 67 algo 0xf0000613
209 regression_4002.68 0K

210 0 regression_4002.69 MAC case 68 algo 0xf0000613
211 regression_4002.69 OK

212 0 regression_4002.70 MAC case 69 algo 0xf0000613
213 regression_4002.70 OK

214 0 regression_4002.71 MAC case 70 algo 0xf0000613
215 regression_4002.71 OK

216 0 regression_4002.72 MAC case 71 algo 0x30000007
217 regression_4002.72 OK

218 0 regression_4002.73 MAC case 72 algo 0x30000007
219 regression_4002.73 OK

220 0 regression_4002.74 MAC case 73 algo 0x30000007
221 regression_4002.74 OK

222 0 regression_4002.75 MAC case 74 algo 0x30000007
223 regression_400D/TC:? @ tee_ta_close_session:516 csess 0x1c@09a9f@ id 1

224 D/TC:? @ tee_ta_close_session:535 Destroy session
225 D/TC:? @ destroy_context:312 Destroy TA ctx (0x1c09a990)
226 2.75 0K



regression_4002 0K

Result of testsuite regression filtered by "4002":
regression_4002 0K

1988 subtests of which @ failed

1 test case of which @ failed

88 test cases were skipped

TEE test application done!

root@light—fm-Tlinux:~# [ 33.839807] 1cd@_en: disabling
[ 33.842878] 1cd0_bias_en: disabling

[ 33.846436] lcdl_en: disabling

[ 33.849550] lcdl_bias_en: disabling

13. yoctoFF & iz

MVO.2ERA, BEFRGTEIyoctolrelease A HHIX MM ANZM, HibRrelease N ETA/CAR
FERWE, AFAIAE L%%“nghtt@%%i’:'lﬁi REFHEE"ETN 222 BHHEEE M “2.2.3 1R1F
H 18" B1Treleasel Z#HISTHE,
MRAFPZEZEEITHATA/CAEZERTEEOSHXMNAE., AR EEERIFHEXCENIIR, FRAAER
SERFRAXERLightZEFREIRIE EFER", BRIRAUNT:
o TEE BEMNTH

BESE1.2, 138D
e yoctoBFEERITE

BSEI1AET
* RIFIBIT

BESE22ET

12RE
MRAFPEETHREZyoctolIBXIREMS, AJUZSZEyoctoAF Ff https://yuque.antfin-
inc.com/occ/gbtat1/cat330

14. Xt55E

e GPD_TEE_Specification https://yuque.antfin-inc.com/occ/rgizr3/ux4im?7

o LightZZ2FRZAIMIE EFHER https://yuque.antfin-inc.com/occ/rgizr3/goonoo
e OPTEE EM https://optee.readthedocs.io/en/latest/architecture/index.html

e OPTEE B[ https://github.com/OP-TEE
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https://yuque.antfin-inc.com/occ/gbtat1/cat33o
https://yuque.antfin-inc.com/occ/rgizr3/ux4im7
https://yuque.antfin-inc.com/occ/rgizr3/goonoo
https://optee.readthedocs.io/en/latest/architecture/index.html
https://github.com/OP-TEE

e OPTEE_TEST:https://optee.readthedocs.io/en/latest/building/gits/optee_test.html
o yoctoFBF F M https://yuque.antfin—-inc.com/occ/gbtat1/cat330
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https://optee.readthedocs.io/en/latest/building/gits/optee_test.html
https://yuque.antfin-inc.com/occ/gbtat1/cat33o

