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2. TEAN

2.1 product

product A FRAHRBNER, XIFHEENEH
INEEdR <
Sigx

EEA

2

N EEMFHBEMER(EE AHPEM ) #IT

& A\ product sigxAl EEZEMNEE.
Al
2/ ANER
o EREIEHIF:

© EEtthtit /B4

fByoctool—#C %3k, SEyoctoolFBFFH:
https://yuque.antfin—
inc.com/occ/xyrz27/cywaud
https://code.aone.alibaba-

inc.com/thead/yoc_tools

SR git@gitlab.alibaba-
inc.com:yocopen/efusehost.git
THA: Nefuse_host_v1.2.tar.zip

T E8md5um:
5d8257¢ce606232f21a69110e16541192

NefuseNEEMIA R ERT %R v1.0.72

Nfastboot v1.0.zip

git@gitlab.alibaba-inc.com:thead-os—

platform/sectool.git

R,
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product sigx keystore/pubkeyB.pem —pvk keystore/privatekeyA.pem —pubk
keystore/pubkeyA.pem —ss RSA2048 —ds SHA256 —npubk keystore/pubkeyB.pem —nss RSA2048 -
nds SHA256 —o sign_2nd_pubkey.bin

o EERBEMF:
product sigx keystore_sm/pubkeyB.pem —pvk keystore_sm/privatekeyA.pem —pubk
keystore_sm/pubkeyA.pem —ss SM2 —ds SM3 —npubk keystore_sm/pubkeyB.pem —nss SM2 —nd's
SM3 —o sign_2nd_pubkey.bin

RENER(FETRAH)

o ERREEGIT:
product sigx iw.bin —pvk keystore/privatekeyB.pem —ss RSA2048 —ds SHA256 —npubk
keystore/pubkeyC.pem —nss RSA2048 —nds SHA256 —iv 0 —ra 0xFFE0000000 —o sign_iw.bin

o ERBIEHF:
product sigx iw.bin —pvk keystore_sm/privatekeyB.pem —ss SM2 —ds SM3 -npubk
keystore_sm/pubkeyC.pem -nss SM2 —nds SM3 —iv 0 —ra 0xFFE0000000 —o sign_iw.bin
REMBER(FE TR

o EFREIERF:
product sigx iw.bin —pvk keystore/privatekeyB.pem —ss RSA2048 —ds SHA256 —npubk
keystore/pubkeyC.pem —nss RSA2048 —nds SHA256 —ent AES_256_CBC —-enk
keystore/aes_256_cbc.key —iv 0 —ra 0xFFE0000000 —o sign_iw.bin

o ERBIEHF:
product sigx iw.bin —pvk keystore_sm/privatekeyB.pem —ss SM2 —ds SM3 -npubk
keystore_sm/pubkeyC.pem —nss SM2 —nds SM3 —ent SM4_CBC —enk keystore_sm/sm4.key —iv 0
—ra 0xFFED000000 -o sign_iw.bin
RENER(FHFETRLHA)

o EfREIERIF:
product sigx iw.bin —pvk keystore/privatekeyB.pem —ss RSA2048 —ds SHA256 —iv0 -ra
OxFFED000000 —o sign_iw.bin

o ERBIEHF:
product sigx iw.bin —pvk keystore_sm/privatekeyB.pem —ss SM2 —ds SM3 —iv 0 —ra 0xFFE0000000
-0 sign_iw.bin
RENMBER(FHFE TRAH)

o EFREIERF:
product sigx iw.bin —pvk keystore/privatekeyB.pem —ss RSA2048 —ds SHA256 —ent AES_256_CBC
—enk keystore/aes_256_cbc.key —iv 0 —ra 0xFFE0000000 —o sign_iw.bin



o EBREEHIF:
product sigx iw.bin —pvk keystore_sm/privatekeyB.pem —ss SM2 —ds SM3 —ent SM4_CBC —enk
keystore_sm/sm4.key —iv 0 —ra 0xFFE0000000 —o sign_iw.bin

2.2 efuse utilty

efuse utility@ AF S Fefuse¥)/XIxE, FIFESPIBlasterski#1T/%E, BfTEWindows FTl—1TIH,

2.3 fastboot

fastbootig—#fttrecoveryERERIRINRI (BFR5ISEIN) . MEEMUSBEUEL EZRL IR —M
RIFAET . FAIFIFAfastbooti# 1T RETEIRAIE R,

light_fr_single_rank_system.bat
light fm_single rank tee.bat

light fm_single rank tee upd.bat
light_frn_single_rank_tf.bat

light fm_single _rank tf upd.bat
light fm_single rank uboot.bat
light fm_single rank uboot upd.bat
light fm_single rank uboot-raw.bat

e light_fm_single_rank_system.bat - BT EEEEMBRALRER
e light_fm_single_rank_uboot.bat - BFEE%RSUboot, FFHITHERIE

e light_fm_single_rank_uboot_upd.bat — FIFEfiubooti&Eigk, HITHRIZTE
e light_fm_single_rank_uboot_raw.bat - FAFEFEEubooti&i & (ubootifiif), THITHRIRIE

e light_fm_single_rank_tee.bat - AT E#ERStee, FNEITHERRE

e light_fm_single_rank_tee_upd.bat - BT EEEtecE R, HITHEME
e light_fm_single_rank_tf.bat - BTFEEESt, FRAITHERE

e light_fm_single_rank_tf_upd.bat - AT EEEMMHRG, #HITHRRRE
B

FastbootT A{EARISERZZIRE, S EREADMEIES R,

2.4 sectool

sectool BTFHRGERITENIER, SEUIGFTHBINXEITEREXT4XE ., HEEE B Eimagesign.shil
bin2ext4.shilZ< .



v @ SHLES

1 cxx194832@docker—-ubuntul8:~/sectool$ 1s
2 bin2ext4 imagesign.sh keystore keystore_sm README.md tee tf tool
uboot

2.4.1 ERIEPH

Pubkey.pem for clientZ&x _— R EZFAHIINATAEE

- (—I—HEAD > PUDkeypem) ®SLﬂ?}t:ur-
ven

eFuse @Integrity check { Pubkey.pem for client

(((

TEE

—— THEAD Root Pubkey pem

@sighature Pubkey pem for client
verify

Trusted bootrom

Signature

vefify
(@ Signature
VEry

PN R LT AL Pubkey pem for client

Signhature
velify

uboot TF

@D Signature
verify

EHITHREE R, FIAEimagesign.shifl AR @I EUN T RN T ERIEEBRILED.

e client_public_cert

e client_private_cert
AR ERERIEPR UM EKeystore X R T, ERERIER DI Ekeystore_smX AR T, UTF
IEB AT ubootiREER, —MRIER THFLATFHITIRMHEE:

e thead_root_public_cert

e thead_root_private_cert

e thead_bl_public_cert

e thead_bl_private_cert

2.4.2 imagesign

imagesign TEZ—"1&{TfEshel F—THIAX 4, HERTHE - #BIXHREENEAHITE
%, ANTEEERGEESMENREISEHFER, REHTRENSNEIBEFERITE, £8—1



BRI,

- @ SHIHE

imagesign.sh utility version v1.0
The utility is designed for aim to help user generate new image file
with signature with desired sign scheme.

Usage:
imagesign.sh [ia/sm] [enc/nor] [tf/tee/uboot] [ver]
signed algorithms
ia - international algorithm
sm — china algorithms
secure attribution

enc - signed image with encryption

nor - signed image without encryption
image file type

tf - trust_firmware binary image

tee - tee binary image

boot - uboot binary image

version
ver — image version (x.y), eg 1.1, 2.1

2.4.2.1 £FUBOOTE R iE(%

1. BEEZ L u-boot-with—spl.binE % Fuboot X {4 K B
R XHRDFE u-boot-with-spl.bin , ubootXERBZFRAUER

v @ SHHHS

cxx194832@docker—-ubuntul8:~/sectool$ 1ls uboot/
u-boot-with-spl.bin

2. AT T EHGLHITRIEESR



- @ SHHHD

cxx194832@docker—-ubuntul8:~/sectool$ ./imagesign.sh ia enc uboot 1.2
Dump all parameters from user input.

Signed algorithem: ia
Secure attribution: enc
Image file: uboot

Image version: 1.2

Enter into image sign process ...

Start uboot Image (1.2) signed with international algorithms with secure
attr (enc)

sign tool path: ./tool/product

Original file: uboot/u-boot-with-spl.bin

Signed file: uboot/signed_ia_enc_u-boot-with-spl.bin
Image Version: 258

Relocate Addr: OxFFE0000800

[2022-03-23 14:09:44] Sign a public key file.
[2022-03-23 14:09:44] rsa verify ok....

[2022-03-23 14:09:44] rsa verify ok....

[2022-03-23 14:09:44] Sign ok.

[2022-03-23 14:09:44] Sign a image file.

[2022-03-23 14:09:44] Sign ok.

Exit from image sign process ...

3. EFEIubootE B RIG

- @ SHHEI

cxx194832@docker—-ubuntul8:~/sectool$ 1ls uboot/
signed_ia_enc_u-boot-with-spl.bin signed_image_u-boot-with-spl.bin
signed_pubkey_u-boot-with-spl.bin u-boot-with-spl.bin

4Ry signed_ia_enc_u-boot-with-spl.bin fiiFubootXXHET,

EE:

e ubootERiERH signed_pubkey_u-boot-with-spl.bin #1 signed_image_u-boot-wi
th-spl.bin FAEDFEBHRGEMN.

e signed_pubkey_u-boot-with-spl.bin HFLFEE

e signed_image_u-boot-with-spl.bin BFHREAR, EXERBFESNFLPBALFM signed_



pubkey_u-boot-with-spl.bin 7RI\ AECYT,
o {FARAHENTIE signed_ia_enc_u-boot-with-spl.bin &% u-boot-with-spl.bi
n

2.4.2.2 ERTFEREG

1. BEEZZMtrust_firmware.binE #IZItF (X E
EE: XHBOHFE trust_firmware.bin , tFiXX{EREZFFEIUEN

v @ SHIHE

cxx194832@docker-ubuntul8:~/sectool$ 1ls tf
trust_firmware.bin

2. T TESLHTREER

v @ SHHHD

cxx194832@docker—-ubuntul8:~/sectool$ ./imagesign.sh ia nor tf 1.2
Dump all parameters from user input.

Signed algorithem: ia
Secure attribution: nor
Image file: tf

Image version: 1.2

Enter into image sign process ...

Start tf Image (1.2) signed with international algorithms with secure
attr (nor)

sign tool path: ./tool/product

Original file: tf/trust_firmware.bin

Signed file: tf/signed_ia_nor_trust_firmware.bin
Image Version: 258

Relocate Addr: 0x@

[2022-03-23 14:12:36] Sign a image file.
[2022-03-23 14:12:36] Sign ok.

Exit from image sign process ...

3. EEEMMTFERER

10



- @ SHHHD

cxx194832@docker—-ubuntul8:~/sectool$ 1ls tf
signed_ia_nor_trust_firmware.bin trust_firmware.bin

4R signed_ia_nor_trust_firmware.bin fIFtfXHET,
5

o {FAAMIRMRANIG signed_ia_nor_trust_firmware.bin &) trust_firmware.bin
2.4.2.3 S TEEE RiRG

1. BEEZZWtee. binEHZtee XX F R E
EE: XHBMHAE trust_firmware.bin , tFXH4ERBZBFERATUEN

- @ SHIHE

cxx194832@docker—-ubuntul8:~/sectool$ 1ls tee
tee.bin

2. MAITTEGIHTREEREIEZR
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- @ SHHHD

cxx194832@docker—-ubuntul8:~/sectool$ ./imagesign.sh ia nor tee 1.2
Dump all parameters from user input.

Signed algorithem: ia
Secure attribution: nor
Image file: tee

Image version: 1.2

Enter into image sign process ...

Start tee Image (1.2) signed with international algorithms with secure
attr (nor)

sign tool path: ./tool/product

Original file: tee/tee.bin

Signed file: tee/signed_ia_nor_tee.bin
Image Version: 258

Relocate Addr: 0xff000000

[2022-03-23 14:13:31] Sign a image file.
[2022-03-23 14:13:31] Sign ok.

Exit from image sign process ...

3. BEEEMMTEEER&RIE

v @ SHHEI

cxx194832@docker—-ubuntul8:~/sectool$ 1ls tee
signed_sm_nor_tee.bin tee.bin

£ RK) signed_sm_nor_tee.bin fiiFteeXFE T,
FE:
o {EARMBHEMLTIE signed_sm_nor_tee.bin BB} tee.bin
2.4.3 bin2ext4
bin2ext4 TR — X4 S84 REXTA 4,

FE: ZERAEAT, HT8MNEXTAXHR/NESM, MIRXHEIAKNATEM, EEZRABMSENE.

12



- @ SHLES

dd if=/dev/zero of=$1 bs=1M count=8

2.4.3.1 £ Fuboot.EXT4
1. J% u-boot-with-spl.bin E#IZlbin2ext4X 4T

v @ SHLHS

cxx194832@docker—-ubuntul8:~/sectool/bin2ext4$ 1s
bin2ext4.sh u-boot-with-spl.bin

2. AT TESGLERN uboot.exts
. Q@ EFIB

cxx194832@docker—-ubuntul8:~/sectool/bin2ext4$ ./bin2ext4.sh uboot.ext4 u-
boot-with-spl.bin
bin2ext4 utility version v1.0

1+0 records in

1+0 records out

1048576 bytes (1.0 MB, 1.0 MiB) copied, 0.00185016 s, 567 MB/s
mke2fs 1.44.1 (24-Mar-2018)

Filesystem too small for a journal
Discarding device blocks: done
Creating filesystem with 1024 1k blocks and 128 inodes

Allocating group tables: done

Writing inode tables: done
Writing superblocks and filesystem accounting information: done

3. BEEAX A uboot.extd X4

13



- @ SHLES

cxx194832@docker—-ubuntul8:~/sectool/bin2ext4$ 1s
bin2ext4.sh u-boot-with-spl.bin uboot.ext4

2.4.3.2 £ X TF.EXT4
1. %% trust_firmware.bin E#Zlbin2ext4XH&T

v @ SHIHE

cxx194832@docker—-ubuntul8:~/sectool/bin2ext4$ 1s
bin2ext4.sh trust_firmware.bin

2. 1T T EmLERtf.extd
v @ EHIREI

cxx194832@docker-ubuntul8:~/sectool/bin2ext4$ ./bin2ext4.sh tf.ext4
trust_firmware.bin
bin2ext4 utility version v1.0

1+0 records in

1+0 records out

1048576 bytes (1.0 MB, 1.0 MiB) copied, 0.00112569 s, 931 MB/s
mke2fs 1.44.1 (24-Mar-2018)

Filesystem too small for a journal

Discarding device blocks: done

Creating filesystem with 1024 1k blocks and 128 inodes
Allocating group tables: done

Writing inode tables: done
Writing superblocks and filesystem accounting information: done

3. BEA ATt extd XX 4
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- @ SHLES

cxx194832@docker—-ubuntul8:~/sectool/bin2ext4$ 1s
bin2ext4.sh trust_firmware.bin tf.ext4

2.4.3.3 LA TEE.EXT4
1. 4% tee.bin E#IZIbin2extdX 4T

v @ SHIHE

cxx194832@docker—-ubuntul8:~/sectool/bin2ext4$ 1s
bin2ext4.sh tee.bin

2. T TESmLEtee.extd

v @ SHICHS

cxx194832@docker-ubuntul8:~/sectool/bin2ext4$ ./bin2ext4.sh tf.ext4
tee.bin
bin2ext4 utility version v1.0

1+0 records in

1+0 records out

1048576 bytes (1.0 MB, 1.0 MiB) copied, 0.00112569 s, 931 MB/s
mke2fs 1.44.1 (24-Mar-2018)

Filesystem too small for a journal

Discarding device blocks: done

Creating filesystem with 1024 1k blocks and 128 inodes
Allocating group tables: done

Writing inode tables: done
Writing superblocks and filesystem accounting information: done

3. BFL MiTtee.extaX {4

15



v @ SHLES

1 cxx194832@docker—-ubuntul8:~/sectool/bin2ext4$ 1s
2 bin2ext4.sh tee.bin tee.ext4

2.4.4 KDF_GEN

KDF_GENTI ER{EH#HARICV_ROOTKEYHICV_COMMONKEYIK4EKDFEH, =&
kdf_derived_key.dat, EBS=4MiX@EFEKdF_test_vector.datE,

1. JFCV_ROOTKEYE Acv_rootkey.dat> {4

2. JCV_COMMONKEYE A cv_commonkey.datX {4

3. HiiTkey_gen.elf

4. BFkdf_derived_key.datFlkdf_test_vector.dat
Hrpkdf_derived_key.datB 2B TRHAE B RYIRE A, kdf_test_vector.dat® &4 ik 2 EHROMI
WEE,

3. AP
B R . B

product PP F OproductBFFEA_v1.2.pdf
fastbootf F~ F i N\ USB-FastbootFF FA#_v1.0.0.pdf
efuse_EAIHLAAF FAf NeFuse LAt F Ff_v1.0.0.pdf
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