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ICE EVB A X REN

ICE EVB 2E7F T-Head BEfF &R C910 CPU B ICE &14EE SoC F &R , LEEHINEESIME |, &

B2MSER,

o FEMENIMEREO

e ET OpenGL ES #9 3D B2 IRAE
o FEHAIMITAIRIEZE

o SIS FIARIERS

ICE i F

ICE 2—FOBRESEEHTF SoC i F |, TUABAIRSRESHENTENEEREN BFEEIRE AL
BE, PIEREERE 14 3%% €910 , 17N NN #%F0 14 GPU , eI RN AT ER ERBIZEESN , BF &
SEEIR i 0.5TOPS@INTS M ERE ], BALT 4K@60 Mg tRSASEAY ARRBAES] , 5235 HEVC , AVC #lI
JPEG fEtY , 2¥5 JPEG miBUA R 188 12S A, EINREH TFENSERONERMEED , B
FEFFEZENFIBENGORE,

o MHERTLEMZ C910@1.2GHz

o WHERELEF C910V@1.2GHz

o 7¥F vector $§< , fiIEER]IA 128bit

e £#5 DDR4 up to 2400Mbps

e ¥ GMAC &1

e T GPU, X 3D

e %35 RGB888 LED /R , &KX 1080P
e E770.5TOPS@INTS $4iEEHY

e AR : 15x15mm

e T2 : 28HPC+



DDR4/LPDD
R4
64bit@2400

LCD

1 UART
m+ + SPI devices
12C * 12C devices

-

(¢],/:\oal<— Ethernet

'S

1xC910V

v

TF/WIFI

EVBH . 1R




SDK &

RHEA Linux HIRIERZ , LT SoC SIREFIMRBIFABERENF REAENMAINIZAF , (EFLRECER
BIE EF, RIBEFR, REFMBECH™@, F&R?A SDK ZIHNWEZRRNNES S

RREIR HAE
BootROM  #ERETEH , p]It#RiR#IT Flash X5 U-Boot FRENHRE
U-Boot B]7E U-Boot FIRE & XKHER , FB) Linux REA
Linux & RISC-V 64GC ¥8 <5 MH) CPU , iZ1THZIA 1.2GHz , RIZARAJ9 5.4.36 , I#HZ
% MRZIBIA A
GPU 2 vec, 4 shader cores I2{#tEF OpenGL ES 2.0 B9 F 0O 5iMlid A A1

#

F17 pixel 4t , 24-bit Data , Hsync , Vsync , DE (Data Enable) 235 1080P 43 #4:
REET b BOMNAFRZEOSNXAS

GMAC ¥ RGMII/RMII #2[0 , 25 10/100/1000Mbps IEZ
SD/eMMC  12{#t SD £3.0 IREAFIESIZEEE 1R 4.5 R AIRE 4GB eMMC FAL

R IMSK 3 UART, 1 I2C , &F GPIO

DPU
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1.1 F&R iRz

F &R RFEL%
MR

TRBAREEEERTTRR

o IRFEIR : "DC12V HA" , & 12V EiRBIR

e CCTIRE®EN : "CCTHRERNO", J51-3PIN, 7l HRX, TX, GND , {#H thead-tools 3% CCT T
BI%E uboot BRI ERMNBEIRO,

e Console #2880 : "Console 88" , J169 1-3 PIN , 92 3IJIRX, TX. GND , log it , I=HI&HE
RrBERO,

o MLEIEO : "FIKLAKM , iEHE RI45 FIKMLL , 10M/100M/1000M BiE N,

CCT B RGiEEE :

=
N

B

s

d 1 :
B

T TN }l‘
L Sk

.

2

AEEEROMNERE
o FEE2MEHED , —MNARITED, —NARMEFbootimg
o ERMNHARE, B, &

6



ApEREE



Console 88 [0#%4k :



1.1 Fr& iRz

BOOT SEL %75 :

BOOT SEL #£%8 & JJON. OFF, OFF. OFF , eMMC 25/,

9
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Linux IME N IRE#RR
THIER

git https://gitee.com/thead-1linux/ice_images.git
ice_images
1s -1
FEATR, BNTFT=AXE

-rw-r--r-- 1 root root 10485760 Dec 20 18:19 boot.ext4
-rw-r--r-- 1 root root 155189248 Dec 20 14:58 debian-rootfs.ext4
-rw-r--r-- 1 root root 599192 Dec 20 16:39 u-boot-with-spl.bin

e u-boot-with-spl.bin : uboot 5| SEE {4
e bootextd : /boot PENXHERLY , extdt&T, , B fw_jump.bin, ulmage, hw.dtb
e debian-rootfs.ext4 : Debian ERIEX G RAFER |, extd BN

Thead-tools T B

%3 thead-tools

BT pip @3S K& 2 yoctools FMRIIR LR |, yoctools 523F python2.7+, python3.6+ , EiX{EF python2
YE 7 EKIA python,

sudo pip install thead-tools

sudo pip install -i https://pypi.tuna.tsinghua.edu.cn/simple thead-tools

WMRKIKE| pip @2, BLEZ pythonp-pip , 81 : sudo apt install python-pip ,

thead-tools &
1&3T thead-tools @ B] BAES uboot , FE1¥4AAY thead-tools {ERIEEERILAZ Il : thead-tools {EFAIRER ,
BiTE5<S: thead cct --help E{FEMAIRAA :

root@linux > thead cct --help
Usage: thead cct <uart|list|download> [param]

Options:
-h, --help show this help message and exit
-u UART CCT serial port device



-f FILE
-0 OFFSET Device start address
-b BLOCK, --block=BLOCK
-d DEVICE, --device=DEVICE
Device name
-c, --compress
-D, --debug Enable debbug trace info

%5 uboot

EEHENEC

SE FARES TRAERMEDERE |, 81T CCT &S uboot EEFEAALIRM CCT EEHRO ,
1IIAF< thead cct vart @LBIEMELZRIWEOTR, #Eﬁlﬂ@ﬂut%ﬂ'ﬁﬁk*&%ﬂﬁﬁr*
%

root@linux > thead cct uart

uart device list:
/dev/ttyUSBO - USB-Serial Controller
/dev/ttyUSB1 - USB-Serial Controller

B AL RFERETIR
BiTas<€ : thead cct -u /dev/ttyusBe list AJLABFBAARZIFIGRETZESETIR , I :

root@linux > thead cct -u /dev/ttyuUSBO list
Wait ........ ..o
CCT Version: 2
memory device list:
dev = ram@ , Size = 256.0KB

dev = emmc@ , size = 2.0MB
dev = emmcl , size = 2.0MB
dev = emmc2 , size = 3.7GB

IR ERZGON , FRERNMERERER , BTHLREXAFRRBREBETZSS |
FRHM wait ......... ESEEBABRAANRER , EEBATREFBREIVASERMNTE

ICN .

CCT Version: 2

memory device list:
dev = ram0® , Ssize = 256.0KB
dev = emmcO® , size = 2.0MB
dev = emmcl , size = 2.0MB
dev = emmc2 , size = 3.7GB



MBREIM LATEMER |, AREREEEZ 80, BEH A —IMHEBFSW—KX , W thead cct -u
/dev/ttyUsBl list , 9ﬂ%ﬁﬁﬁ$ OEZXEIREN LRITENNUER |, BRESRNSHLRINER
RENES , FMERSN . FRIREL,

BiTas< . thead cct -u /dev/ttyuUsBe download -f u-boot-with-spl.bin -d emmc® 34§ uboot
MMC EIJ OE/\ 721',‘5 T*EL:IL.\&”T

38
dn
e
[¢°]

CCT Version: 2
Send file 'u-boot-with-spl.bin' to 21:0 ...
Writing at Ox00009800... (3%)

153¥TED File u-boot-with-spl.bin download success. fg , SBINGE , o] AEIE A & IRAY
Console 2 AFBZIEFAIEHNER :

U-Boot 2020.01-g6cc5d59b0d (Dec 20 2020 - 08:37:37 +0000)

CPU: rve4imafdcvsu

Model: T-HEAD c910 ice

DRAM: 4 GiB

GPU ChipDate is:0x20151217

GPU Frequency 1is:500000KHz

NPU ChipDate is:0x20190514

DPU ChipDate is:0x20161213

MMC: mmcO@3fffbeOEO: 0

Loading Environment from MMC... OK
In: serial@3fff73000

Out: serial@3fff73000

Err: serial@3fff73000

Net:

wWarning: ethernet@3fffc0000 (eth®) using random MAC address - e6:e2:ea:7a:30:ce
ethO: ethernet@3fffcOOO0

Hit any key to stop autoboot: 1

%5 Linux

% 2% fastboot

EIThRAEBIE B IR 884 %L fastboot TH , 4 ubuntu Fi@)1E apt install fastboot TEEKMNEMT
T EISCHEE , RERbE ¢ hitps://developer.android.com/studio/releases/platform-tools,

F & #ubootfc &
FEREFANGIFHA uboot IR, , HBOLRMIU TIRRE , FHERENFH#HITHRSER,


https://developer.android.com/studio/releases/platform-tools。

Warning: ethernet@3fffc0000 (eth®) using random MAC address - a6:7d:bc:02:7d:4d
ethO0: ethernet@3fffc0000
Hit any key to stop autoboot: 3

BT gpt #HESEE eMMC DX K/, BESUWT :

# IBE eMMC HX

setenv uuid_rootfs "80a5a8e9-c744-491a-93c1-4f4194fd690b"

setenv partitions "name=table, size=2031KB;name=boot, size=60MiB, type=bc13c2ff-59e6-4
262-a352-b275fd6f7172; name=root, uuid=$uuid_rootfs, size=-, type=1linux"

gpt write mmc 0@ $partitions

# ILERNZBNESH

setenv bootargs '"console=ttyS0,115200 rdinit=/sbin/init rootwait rw earlyprintk roo
t=PARTUUID=$uuid_rootfs rootfstype=ext4 clk_ignore_unused loglevel=7 crashkernel=25
6M-:128M c910_mmu_v1"

setenv bootcmd "ext4load mmc 0:2 $opensbi_addr fw_jump.bin; ext4load mmc 0:2 $dtb_a
ddr hw.dtb; ext4load mmc 0:2 $kernel_addr uImage; bootm $kernel_addr - $dtb_addr"

# BB ML
setenv ipaddr 192.168.1.100 # EX ipaddr S5EHHIIP 7EHEBERIMELH B SMEHREMIPAREEHR
setenv netmask 255.255.255.0

ping 192.168.1.1 # ping EVIHIIP , WIEMEREBIERE
saveenv # BEEREFE eMMC, NABIRLEBEE

# FFRfastbooti®Rzy
fastboot udp

uboot FRIF , B FAGLHMNMELEEN D KER !

# FTEMMRLE
printenv

# MANDEXER

mmc part
Partition Map for MMC device 0 -- Partition Type: EFI
Part Start LBA End LBA Name
Attributes
Type GUID
Partition GUID
1 0x00000022 OX00000fff "table"

attrs: 0x0000000000000000

type: ebd@afa2-b9e5-4433-87c0-68b6b72699c7

type: data

guid: 95ad0d82-0adf-4dc0-94f8-280c65496¢c77
2 OxX00001000 Ox0001efff "boot"



attrs: 0Ox0000000000000000
bc13c2ff-59e6-4262-a352-b275fd6T7172

guid: ee463c5a-5elc-4c8e-9584-aca706c7e1d3

3 0x0001f000 0x0075ffde "root"

attrs: 0x0000000000000000

0fc63daf-8483-4772-8e79-3d69d8477de4
] linux
guid: 80a5aB8e9-c744-491a-93c1-4f4194fd690b

RERE

e i EEFAER fastboot AR L TEMIRIRIRE | 192.168.1.100 BFF & #RAYIETT u-boot FHECERY IP 1t
it , {3 fastboot G L RIMMINBIN S FFRIRER —NFM, PIFERF LfERA ping 192.168.1.1 &
MBI,

fastboot -s udp:192.168.1.100 -S 5M flash boot boot.ext4
fastboot -s udp:192.168.1.100 -S 5M flash root debian-rootfs.ext4

BZ] Linux

5EhY Debian Linux 125G , EH /B4 ICE EVB FF &R , FF&#R console ERIUTF :

[ OK ] Started Serial Getty on hvco.

[ OK ] Started Serial Getty on ttySe.

[ OK ] Reached target Login Prompts.

[ OK ] Started System Logging Service.

[ OK ] Finished Remove Stale Onli..ext4 Metadata Check Snapshots.
[ OK ] Reached target Multi-User System.

[ OK ] Reached target Graphical Interface.

Starting Update UTMP about System Runlevel Changes...
[ OK ] Finished Update UTMP about System Runlevel Changes.

Debian GNU/Linux bullseye/sid thead-910 ttySe

thead-910 login: [ 94.362252] random: crng init done
[ 94.365674] random: 6 urandom warning(s) missed due to ratelimiting

thead-910 login:
& 3% username: root , LS , AR EFIRIEEEZENE,

RS K/

debian-rootfs.ext4 %5 %] eMMC f5 , BEBE T resize2fs @LIRBHX K/, 6SWTF .



resize2fs /dev/mmcblkop3

resize2fs /dev/mmcblkop2

BEMINGE , ERUOT .

Filesystem at /dev/mmcblkOp3 is mounted on /; on-line resizing required
o0ld_desc_blocks = 2, new_desc_blocks = 30

[ 209.862639] EXT4-fs (mmcblkOp3): resized filesystem to 3803136

The filesystem on /dev/mmcblkOp3 is now 3803136 (1k) blocks long.



Windows M5 M REH &%
f%E T B imgwriter

ZRIFS TR

T % imagewriter & 3<% Windows,

git https://gitee.com/thead-1linux/ice_images.git
ice_images
1s -1

TEATIN , RANTEAM

CCT_V0.95.zip ice_ck910_imgwriter_asci_v5.bin

EERREmAED

f&7T Console 80 Z4%h , CCT EER—MREBEWERSEO.
EEEE

CCT A EITHREWN TEFR R , B%iE CCT S, HAb :

« Port EBEEMR CCT BB (EHmE 0

» Mem R.W Speed & IRIGEHINIGRE



1.3 Windows IME TR B HE &

(A) C-SKY Chip Tool —
File Select Tools Setting About
1 :
Connect Informatio Connect Setting
Jtag Enable Setting \

[T always

Connect Device

Nonel Connect Setting X

" TTAG
Ind ~Config Other Config 3

ICE Clk: [12000 gy | TEM R.W Speed: IBD kfs
- IMGWriter Baudrate: |1152EIIJ vl

...............

Ta| [ Config
Port: < |com11 |
™| | Baud Rate: [115200 ]
Byte Size: [g =]
Stop Bits: |1 ~|

Net Server Config

AppEey: | AppSecret: |
wh_ |

ERIRE



1.3 Windows IME N R E &%

(A C-5KY Chip Tool =
File Select Tools Setting About

Connect Information

Target Frogren: Unknow, Wersien! Unkewn ra
Cormect State: Closed vt

Conpct Channel: Usrt, Port 5 Bandrate 115200, :
Compact Duvice

~Hone Secure DownLoad

Inage Writer: ] browse. .. I

Image File: | browse. .. |
Target Device: | ;I Addr: Ox

[~ ¥Werify after download

Download | _____

Cad 11 send comd head Oxb 0x20 Ox0 Ox0 |

Cad 11 get result Oxb Oxl Ox0 Oxd .

Get device id suecess, CPUID_D iz Ox4800623

Camd 11 send omd head Oxb 021 Ox0 Ox0 .

Cad 11 get result Oxb Ox1 Ox0 0x5 .

Gat devies id suecess, marmfacturs info iz CSEYTT
Cad 17 send omd head Oxll Ox0 Ox0 Ox0 .

Cad 17 get resule Oxll Oxl Ox0 0x24

Get memory info zuccess.

Copnect device success.

iEEREBHIrNSE
EERZE  RECERERESSN  BESANTERR :



A C-SKY Chip Tool = x
File Select Tools Setting About

E Connect Information

Target Frogram: Bootrom. Versiom: 6. m ol
Conmect State: Conmected.

f Conmect Chanmel: Wart, Fert 6, Bandrate 115200 :
Cloze Device

None Secure DovnLoad

1

Image Writer: |ice_images\ice_ck9ID_imgwriter_asci_UE.bin browse. .. |

Image File: I,E;\fas‘tl:u:uu:u't\iu:e_images\u—bm‘t—wi‘th—spl. bin browse. .. |

Target Dewvice |0u-tgj_.jEEm.;Flagh—|] ﬂ bddr: Ox |I:|

v Vekifvy after dowmload

Download

I Clear Log

Cmd 11 zend emd head Oxb 0x20 0x0 Ox0 . ~
Cmd 11 get result Oxb Oxl O0x0 Oxd |

Get device 1d success, CFUID_O is Ox0.

Cmd 11 zend emd head Oxb 0x21 0x0 Ox0 .

Cmd 11 get result Oxb Oxl Q0 0x5 .

et device id suecess, marmfacture info iz “CSEY”

Cmd 17 zend emd head Ox11l Ox0 0x0 Ox0 .

Cmd 17 get result Oxll Oxl Ox0 O0x30 .

Get memory info success.

Conmect device success.

1. Image Writer: i% & ImageWriter {43 {4

2. Image File: I8 B3 Z /R 52| EVB #REVRG

3. Target Device: {RGIRERIBERZE (F WIEFE A “OutsideEmmcFlash-0” , B} eMMC Y boot0 X
1)

4. Addr: RBREEFMLENRBE, (FYI, BRXXGBATREXGE AU =RIEME)

FHEIES

REAFRE LM "Download" %2 , HEMSHBEMN THERE, TME , ExXMZE  ERAFR
HMWBAEEOR , BaHIM “Download image .... success” AR , RARRETH TIHRE,



%5 Linux

%% fastboot
Ex ¥ Fastboot TERJIWEBM T , FEML : hitps:/developer.android.com/studio/releases/platform-tools

# Android tools , AERELE fastboot AF L,

u}

Al
1T FHIT fastboot TERBHRK , RERTESE | - LnxIE M REHEZ

—H\_ll.


https://developer.android.com/studio/releases/platform-tools

AR E
1. AR XK/

debian-rootfs.ext4 (%5 %| eMMCJ5 , BEBIL resize2fs mTIABPX KN, GLUTF :

resize2fs /dev/mmcblkOp3

resize2fs /dev/mmcblkop2

BEMINGE , ERUF .

Filesystem at /dev/mmcblkOp3 is mounted on /; on-line resizing required
old_desc_blocks = 2, new_desc_blocks = 30

[ 209.862639] EXT4-fs (mmcblkOp3): resized filesystem to 3803136

The filesystem on /dev/mmcblkOp3 is now 3803136 (1k) blocks long.

@l df -h ERWEZEERRER.

2. FBE M LR

NS HECIP

1Hi155< dhclient 3RIXEY IPHbiE

cat > /etc/network/interfaces <<EOF
-directory /etc/network/interfaces.d

auto lo

iface lo inet loopback

auto ethe
iface eth0® inet dhcp
EOF

systemctl restart networking.service

FHSIEEIP

cat > /etc/network/interfaces <<EOF
-directory /etc/network/interfaces.d
auto lo



iface lo inet loopback

auto etho

iface eth® inet static
address 192.168.1.100
netmask 255.255.255.0
gateway 192.168.1.1

EOF

# BERMERS
systemctl restart networking.service

3. 1RE X

$ 1n -sf /usr/share/zoneinfo/Asia/Shanghai /etc/localtime
# IE

timedatectl list-timezones | grep -i asia

timedatectl -timezone Asia/Shanghai

4. 18B1ESME

# BR

apt install -y locales

# Y®4E /etc/locale.gen

sed -i 's/# en_US.UTF-8 UTF-8/ en_US.UTF-8 UTF-8/g' /etc/locale.gen
sed -i 's/# zh_CN.UTF-8 UTF-8/ zh_CN.UTF-8 UTF-8/g' /etc/locale.gen
locale-gen

# B/RIEE(ERR locale FIMEXMIMEL =
$ locale

LANG=en_US.utf8

LANGUAGE=
LC_CTYPE="en_uUS.utf8"
LC_NUMERIC="en US.utf8"
LC_TIME="en_US.utf8"
LC_COLLATE="en_US.utf8"
LC_MONETARY="en_US.utf8"
LC_MESSAGES="en _US.utf8"
LC_PAPER="en_US.utf8"
LC_NAME="en US.utf8"
LC_ADDRESS="en_US.utf8"
LC_TELEPHONE="en_US.utf8"
LC_MEASUREMENT="en_US.utf8"
LC_IDENTIFICATION="en US.utf8"
LC_ALL=

# BFEEZ%E™M locale



$ localedef --list-archive
en_US.utf8

zh_CN.utf8

# or

$ localectl list-locales
C.UTF-8

en_US.UTF-8

zh_CN.UTF-8

# 1REMINES IR

$ localectl -locale LANG=en_US.UTF-8

# Sy EYR4E /etc/locale.conf =% ~/.config/locale.conf
LANG=zh_CN.UTF-8

LC_COLLATE=C

LC_TIME=zh_CN.UTF-8

5. Fd & SSH Server

# BR
apt update
apt install -y ssh openssh-server

# BCE
vim /etc/ssh/sshd_config

# To disable tunneled clear text passwords, change to no here!
PasswordAuthentication yes

#PermitEmptyPasswords no

PermitRootLogin yes

# a6

systemctl start sshd
systemctl restart sshd

6. TR RINE

apt update
apt install -y build-essential autoconf automake

7. TREMH

apt update

# &Ik xfce EMH
apt install -y xfce4 dbus-x11



145 o

# TRNGIER

apt install -y epiphany-browser

# BRREE
apt install -y florence



FENRINFIETLIRNEG |, #1T ICE RRHEREF R, EENBATERE !

=

 ERARINE

EPiH

. #%1%F u-boot, OpenSBI, Kernel

: BIEIRX R A

il
Sk Sk Sk



BEARWE
F3iE— : (£ thead TEL R

1817 thead L FHFZLE RISC-V TEEE , tNRKRLE thead TH , F[iB1T sudo pip install
thead_tools &3 , thead ML LRMING , FIBIN T HSLRTEYE :

thead toolchain -r
ZRENE , EHEERERNT :
Start to download toolchain: riscv64-1linux

100.00% [H#HHttHHIHHIHHIHEH
Start install, wait half a minute please.

4] Speed: 3.603MB/S

Congratulations!
please run command:
source /Users/zhuzhiguo/.zshrc

TERING | 4 risc-v TEERIZMAR PATHIMET S

PATH=$HOME/ . thead/riscv64-1inux/bin:$PATH

FiEZ @l tar BIRER

wget "http://yoctools.oss-cn-beijing.aliyuncs.com/\
riscv64-1linux-x86_64-20201104.tar.bz2"

sudo mkdir -p /opt/riscv64-1linux
sudo tar xf riscv64-1inux-x86_64-20201104.tar.gz -C /opt/riscv64-1linux

PATH=/opt/riscv64-1linux/bin:$PATH



Z%1¥ u-boot

TEHS5HRmIF

git "https://gitee.com/thead-1linux/u-boot.git" -b master
make ice_evb_c910_defconfig
make -j ARCH=riscv CROSS_COMPILE=riscv64-unknown-linux-gnu-

LD u-boot
OBJCOPY u-boot.srec
OBJCOPY u-boot-nodtb.bin

SYM u-boot.sym

COPY u-boot.bin

ccC spl/lib/display_options.o
LD spl/lib/built-in.o

LD spl/u-boot-spl

OBJCOPY spl/u-boot-spl-nodtb.bin
COPY spl/u-boot-spl.bin
CAT u-boot-with-spl.bin

RS
FHiE— EHCCTH®RE , 5iZ80 : LindMETFREHRS

7375 : 4% u-boot-with-spl.bin &4 2! evb A &R L , 11T dd if=u-boot-with-spl.bin
of=/dev/mmcblkOboot0



4m1%¥ OpenSBI

TEHS5HRmIF

git "https://gitee.com/thead-linux/opensbi.git" -b master
make -j PLATFORM=thead/c910 \
CROSS_COMPILE=riscv64-unknown-linux-gnu- \
FW_TEXT_START=0x00000000 \

FW_JUMP_ADDR=0x00200000

%5

scp opensbi/build/platform/thead/c910/firmware/fw_jump.bin \
root@192.168.1.100: /boot/fw_jump.bin

¥ 192.168.1.100 IHulitikpY EVB F&WRAIMLEIP bt



Z%1¥ Linux R#Z

TEHS5HRmIF

git "https://gitee.com/thead-linux/kernel.git" -b ice
make ARCH=riscv CROSS_COMPILE=riscv64-unknown-linux-gnu- ice_defconfig
make -j ARCH=riscv CROSS_COMPILE=riscv64-unknown-linux-gnu-

mkimage -A riscv -0 linux -T kernel -C none \
-a 0x00200000 -e OXx00200000 -n Linux \
-d arch/riscv/boot/Image uImage

%5

scp uImage root®192.168.1.100:/boot/uImage
scp arch/riscv/boot/dts/thead/ice-evb.dtb root®192.168.1.100:/boot/hw.dtb

¥ 192.168.1.100 HulitiRpY EVB FAWRAIMLE 1P ik,



Buildroot %

Buildroot FARMBIRI M R 4R,

THS5%RE

git https://gitee.com/thead-1linux/buildroot
buildroot

make thead_ice_evb_c910_br_defconfig

git https://gitee.com/thead-1linux/dl.git

make

make

BT |, ERLEH,
i A =+
EBRIFER

1s output/images

ERAF

root@linux:~/works/ice/buildroot > 1s output/images -1
total 26804
-rw-r--r--. 1 thead thead 62914560 Dec 24 12:41 rootfs.ext2

S
EVB FF%& #ii# A\ Ffastboot #2z( fastboot udp ), {#H fastboot TEIRE , i#0l : LinxIfMETNRE
Bi%

fastboot -s udp:192.168.1.100 -S 5M flash root rootfs.ext2



BRENR BN

Hl{E boot.ext4

Fi%1 : {5 make_extdfs i

MNERKRKE| make_extafs , BfEFH sudo pip install thead-tools &3 , & BILERERIZE

2l make_extafs

git https://github.com/superr/make_ext4fs.git
make_ext4fs

make

sudo cp make_ext4fs /usr/bin/

HI{E boot.extd ( EESE4R1FopensbiFlinux kernel ) :

mkdir boot

cp opensbi/build/platform/thead/c910/firmware/fw_jump.bin boot/fw_jump.bin boot/.
cp kernel/uImage boot/hw.dtb boot/.

cp kernel/arch/riscv/boot/dts/thead/ice-evb.dtb boot/uImage boot/.

make_ext4fs -1 20M boot.ext4 boot

552 : {FE/ mkfs.ext4 5 mount

ZFEBE sudo IR

truncate -s 20M boot.ext4
mkfs.ext4 boot.ext4
mkdir boot

sudo mount boot.ext4 boot

cp opensbi/build/platform/thead/c910/firmware/fw_jump.bin boot/fw_jump.bin boot/.
cp kernel/uImage boot/hw.dtb boot/.

cp kernel/arch/riscv/boot/dts/thead/ice-evb.dtb boot/uImage boot/.

sudo umount boot.ext4



% Debian {REER

FIRRHRN debion WK , MIFECERRIFY EVB FRIE Linux T Fift7,
ERINE

apt update
apt install -y mmdebstrap

25 rootfs H 5%
1813 mmdebstrap &< HI{E Debian IR H R4 :

# 4R deiban rootfs
mkdir debian_rootfs

mmdebstrap --architectures=riscv64 sid debian_rootfs \
--include="debian-ports-archive-keyring, net-tools,wget, openssh-server, haveged" \
--dpkgopt="path-exclude=/usr/share/man/*"' \
--dpkgopt="path-include=/usr/share/man/man[1-9]/*"' \
--dpkgopt="path-exclude=/usr/share/locale/*"' \
--dpkgopt="path-include=/usr/share/locale/locale.alias"' \
--dpkgopt="path-exclude=/usr/share/doc/*"' \
--dpkgopt="path-include=/usr/share/doc/*/copyright' \

- -dpkgopt="path-include=/usr/share/doc/*/changelog.Debian.*"' \

- -dpkgopt="path-exclude=/usr/share/{doc, info, man, omf, help, gnome/help}/*"' \
"deb http://mirrors.aliyun.com/debian-ports sid main" \

"deb http://mirrors.aliyun.com/debian-ports unreleased main" \

"deb http://mirrors.aliyun.com/thead sid main" \

# &P thead riscv BF
wget "http://mirrors.aliyun.com/thead/thead-keys/thead-repo.gpg" \
-0 debian_rootfs/etc/apt/trusted.gpg.d/thead-repo.gpg

echo "" >> debian_rootfs/etc/apt/sources.list
echo "deb http://mirrors.aliyun.com/thead/debian-riscv64 sid main" \
>> debian_rootfs/etc/apt/sources.list

# {FHE root ssh BF
echo "PermitRootLogin yes" >> debian_rootfs/etc/ssh/sshd_config

# MR root ERZG
sed -i 's/Aroot:x:/root::/g' debian_rootfs/etc/passwd

# BRXHRKN

du -sm debian_rootfs



# BIRBERXH

truncate -s 160M debian-rootfs.ext4
mkfs.ext4 debian-rootfs.ext4

mkdir tmp_rootfs

mount debian-rootfs.ext4 tmp_rootfs

mv debian_rootfs/* tmp_rootfs/

# umount
umount tmp_rootfs

%5
HiE— ERCCTRE , BiFEl . LnndME T RERER

FiEZ : 4% debian-rootfs.ext4 {£5i % evb FF &Mk L , dd if=debian-rootfs.ext4
of=/dev/mmcblkOp3



{EFZ %% 910-VECTOR #%

ICE YA RERBE=1"NZ591040 1828 , HA CPUOS CPULMEIMALIERE , 5235 VECTOR 8%, CPU2
SHVECTOR ¥ BIESE, 7E ICE B H{EH VECTOR #ZA&t |, BJ LB U-Boot BL B RSLIMA MAE
Fthie , BRIREWNT -

t]132Z Vector ¥4 :

setenv boot_vector 1
saveenv
boot

t]13#2%)4E VECTOR #% :

setenv boot_vector 0
saveenv
boot



BEiz



N ﬁﬁ-——
INEEE R
dhrystone
T

apt install -y dhrystone

dhrystone @ —/NFKME CPU HEEM TR

root@thead-910:~
Dhrystone Benchmark, Version 2.1 (Language: C)

Execution starts, 600000000 runs through Dhrystone
Execution ends

Final values of the variables used in the benchmark:

Int_Glob: 5
should be: 5
Bool_Glob: 1
should be: 1
Ch_1_Glob: A
should be: A
Ch_2_Glob: B
should be: B
Arr_1 Glob[8]: 7
should be: 7
Arr_2_Glob[8][7]: 600000010
should be: Number_Of_Runs + 10
Ptr_Glob->
Ptr_Comp: 481216
should be: (implementation-dependent)
Discr: (0]
should be: 0
Enum_Comp: 2
should be: 2
Int_Comp: 17
should be: 17
Str_Comp: DHRYSTONE PROGRAM, SOME STRING

should be: DHRYSTONE PROGRAM, SOME STRING
Next_Ptr_Glob->

Ptr_Comp: 481216
should be: (implementation-dependent), same as above
Discr: 0

should be: 0
Enum_Comp: 1



should be: 1

Int_Comp: 18
should be: 18
Str_Comp: DHRYSTONE PROGRAM, SOME STRING
should be: DHRYSTONE PROGRAM, SOME STRING
Int_1 Loc: 5
should be: 5
Int_2 Loc: 13
should be: 13
Int_3_Loc: 7
should be: 7
Enum_Loc: 1
should be: 1
Str_1 Loc: DHRYSTONE PROGRAM, 1'ST STRING
should be: DHRYSTONE PROGRAM, 1'ST STRING
Str_2_Loc: DHRYSTONE PROGRAM, 2'ND STRING

should be: DHRYSTONE PROGRAM, 2'ND STRING

Microseconds for one run through Dhrystone: 0.1
Dhrystones per Second: 12329495.0
coremark
L&

apt install -y coremark

2K performance run parameters for coremark.

CoreMark Size : 666
Total ticks 1 12970
Total time (secs): 12.970000
Iterations/Sec 1 8481.110254
Iterations : 110000
Compiler version : GCC8.1.0
Compiler flags : -1rt
Memory location : Please put data memory location here
(e.g. code in flash, data on heap etc)
seedcrc ! Oxe9f5
[@]crclist : Oxe714
[@]crcmatrix 1 Ox1fd7
[@]crcstate . Ox8e3a
[@]crcfinal 1 Ox33ff
Correct operation validated. See readme.txt for run and reporting rules.
CoreMark 1.0 : 8481.110254 / GCC8.1.0 -1rt / Heap

latencytop
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F = CONFIG_LATENCYTOP

apt install -y latencytop

latencytop FJAMIE—EREA , E—MHAREEITIREPREMNBEMNRENRE S 6

LatencyTOP version 0.5 (C) 2008 Intel Corporation

Cause Maximum Percentage
Waiting for a process to die 3.8 msec 29.4 %
Waiting for event (select) 3.7 msec 53.6 %
Waiting for TTY to finish sending 1.3 msec 16.0 %
[__schedule] 0.2 msec 0.5 %
Process latencytop (1007) Total: 9.1 msec

Waiting for a process to die 3.8 msec 42.3 %
Waiting for TTY to finish sending 1.3 msec 55.7 %
[__schedule] 0.2 msec 1.9 %

kworker/1:1-mm_percpu_wq kworker/0:1H-mmc_complete haveged ntpd latencytop

LE—E7RRZER , TE—S2NNHRE— itz

LatencyToP wersion 0.5 (C) 2008 Intel Corporation
Zause Maxd mum Percentage
waiting for a process to die 3.9 msec 33.4 %
waiting for event (select) 3.8 msec 48.9 %
waiting for TTv to finish sending 1.3 msec 16.7 %
[ schedule] 0.1 msec 0.5 %

'rocess latency / O.2 msec

walting for a prucess to die 3.9 msec 42.9 %
waiting for TTv to finish sending 1.3 msec 55.6 %
[_=schedule] 0.1 msec 1255%

kworker /0:1H-mmc_complete kworkery1:1H-kblockd haveged ntpd

S 5= HlatencytopR RlatencytopiX NMEF B BRI TR & EHHF I RXENIRE S

memstat

P

%;



apt install -y memstat

memstat ¥Rt T NAERFERIER , FAERBINXMGTTANMEELS L TIFRNEE

288k: PID 1 (/bin/busybox)
288k: PID 69 (/bin/busybox)
288k: PID 73 (/bin/busybox)
1752k: PID 78 (/bin/busybox)
5988k: PID 94 (/usr/sbin/haveged)
66536k: PID 106 (/usr/sbin/ntpd)
572k: PID 111 (/usr/sbin/sshd)
288k: PID 116 (/bin/busybox)
672k: PID 117 (/bin/bash)
300k: PID 894 (/usr/bin/memstat)
536k ( 516k): /bin/bash 117
1284k ( 1224k): /bin/busybox 1 69 73 78 116 1 69 73 78 116

144k ( 92k): /1ib/1d-2.29.s0 78 94 106 111 117 894 78 94 106 111 117 ...
40k ( 16k): /lib/libatomic.so0.1.2.0 106 111 106 111 106 111
1196k ( 1028k): /1lib/1ibc-2.29.so0 78 94 106 111 117 894 78 94 106 111 11...
36k( 24k): /1ib/libcrypt-2.29.so 111
32k( 8k): /1ib/1ibdl-2.29.so0 106 111 117 106 111 117 106 111 117
76k ( 68k): /1lib/libgcc_s.so.1 106
528k ( 520k): /1ib/1ibm-2.29.so0 106
24k ( 16k): /1lib/libnss_dns-2.29.so0 106
64k ( 32k): /1lib/libnss_files-2.29.so 78 106 111 117 78 106 111 117 ...
96k ( 80k): /lib/libpthread-2.29.so0 106 111 106 111 106 111
76k ( 52k): /lib/libresolv-2.29.s0 106 111 106 111 106 111
16k ( 8k): /1ib/libutil-2.29.so 111
16k( 8k): /usr/bin/memstat 894
1868k ( 1516k): /usr/lib/libcrypto.so.1.1 106 111 1606 111 106 111
92k ( 84k): /usr/lib/libhavege.s0.1.1.0 94
32k( 24k): /usr/lib/libhistory.so0.8.0 117

264k ( 240k): /usr/lib/libncursesw.so0.6.1 117

236k ( 200k): /usr/lib/libreadline.s0.8.0 117

456k ( 344k): /usr/lib/libssl.so.1.1 106 111 106 111 106 111
68k ( 60k): /usr/lib/libz.so0.1.2.11 111

24k ( 16k): /usr/sbin/haveged 94

572k( 536k): /usr/sbin/ntpd 106

520k ( 504k): /usr/sbin/sshd 111

ramsmp

ramsmp IR T ATFERIEZ R EFE TR 1488

RAMspeed/SMP (GENERIC) v3.5.0 by Rhett M. Hollander and Paul V. Bolotoff, 2002-09



8Gb per pass mode, 2 processes

FL-POINT Copy: 5893.97 MB/s
FL-POINT Scale: 6008.67 MB/s
FL-POINT Add: 5067.11 MB/s
FL-POINT Triad: 4047 .71 MB/s

FL-POINT AVERAGE: 5254.36 MB/s

RAMspeed/SMP (GENERIC) v3.5.0 by Rhett M. Hollander and Paul V. Bolotoff, 2002-09

8Gb per pass mode, 2 processes

INTEGER  Copy: 5920.51 MB/s
INTEGER  Scale: 5859.49 MB/s
INTEGER Add: 3694.03 MB/s
INTEGER Triad: 4998.79 MB/s

INTEGER AVERAGE : 5118.20 MB/s

ramspeed

#0 ramsmp & —FFRIINEE
stress_ng
TR

apt install -y stress-ng

stress-ng -c 2 --cpu-method all

stress-ng &1k cpu ff—LE cpu BEEEIFYITE |, =4 24 worker (ICELR 24" core ) , {EF 303 F#A[E
BIENEZE | 9 pi, crcl6, 55 |, 45 cpuiERE RES]
stress

stress & stress-ng A{EImARAS , FEIERENAE stess-ng

tinymembench

tinymembench BB E X , — tiny lRABIE [T 3T memory 89 benchmark , ME T FMH E=FIEIRAE
KEVHERESH



tinymembench v0.4 (simple benchmark for memory throughput and latency)

copy backwards : 3441.

c 8 MB/s
C copy backwards (32 byte blocks) : 641.2 MB/s (1.1%)
C copy backwards (64 byte blocks) : 763.7 MB/s (0.2%)
C copy : 2410.1 MB/s (0.7%)
C copy prefetched (32 bytes step) : 3481.1 MB/s
C copy prefetched (64 bytes step) : 3482.3 MB/s
C 2-pass copy : 1770.6 MB/s (0.1%)
C 2-pass copy prefetched (32 bytes step) : 2399.3 MB/s
C 2-pass copy prefetched (64 bytes step) : 2402.0 MB/s
c fill . 6475.5 MB/s (0.4%)
C fill (shuffle within 16 byte blocks) : 6562.2 MB/s (0.4%)
C fill (shuffle within 32 byte blocks) : 1395.0 MB/s (0.3%)
C fill (shuffle within 64 byte blocks) : 1506.2 MB/s (0.2%)
standard memcpy : 3479.3 MB/s
standard memset : 6474.8 MB/s (0.4%)
block size : single random / dual random
1024 : 0.0 ns / 0.0 ns
2048 : 0.0 ns / 0.0 ns
4096 : 0.0 ns / 0.2 ns
8192 : 0.4 ns / 0.4 ns
16384 : 0.6 ns / 0.6 ns
32768 : 0.7 ns / 0.7 ns
65536 : 0.8 ns / 0.8 ns
131072 : 11.7 ns / 17.5 ns
262144 : 17.2 ns / 24.0 ns
524288 : 20.0 ns / 27.1 ns
1048576 : 21.5 ns / 28.8 ns
2097152 : 25.8 ns / 36.0 ns
4194304 : 114.9 ns / 169.7 ns
8388608 : 172.3 ns / 228.6 ns
16777216 : 203.2 ns / 254.4 ns
33554432 : 222.5 ns / 273.6 ns
67108864 : 236.2 ns / 291.9 ns

cache_calibrator

cache_calibrator 8] BAjll|& cache 18X BES K

Calibrator v0.9e

(by Stefan.Manegold@cwi.nl, http://www.cwi.nl/~manegold/)
€16a9010 274364796944 4096 16

el6a9fff 274364801023 4096 4095



€16aa000 274364801024 4096 0
MINTIME = 10000
analyzing cache throughput...
range stride spots brutto- netto-time
10485760 8 1310720 17472 273
analyzing cache latency...
range stride spots brutto- netto-time

10485760 8 1310720 139776 273

analyzing TLB latency...

range stride spots brutto- netto-time
1474560 1152 1280 18176 1136
CPU loop + L1 access: 2.50 ns = 3 cy
( delay: 0.00 ns = 0 cy )
caches:
level size linesize miss-latency replace-time
1 64 KB 128 bytes 9.19 ns = 11 cy 9.16 ns = 11 cy
2 2 MB 128 bytes 19.05 ns = 23 cy 19.09 ns = 23 cy
TLBs:
level
1 20 4 KB 3.34 ns = 4cy

file.cache-replace-time.gp
file.TLB-miss-latency.data
file.TLB-miss-latency.gp
file.cache-miss-latency.data
file.cache-miss-latency.gp
file.cache-replace-time.data

Hrh 1200 R 1200MHz , B2 1.2GHz , 8B ICE A& REY CPU = ; MSEEERM T 1E 3 A “file”FF
SIS, TUARN cache &N A EAIIMEREE

vmtouch

vmtouch @ — ] A page cachefI TR , EFRJUEEF—MNXHFSHA T 22 page cache , JAIE—H
MR LR /RE page cache B |, e BAIE— /NS4S M page cache I E H K

Files: 1
Directories: 0
Resident Pages: 0/3433 0/13M 0%



Elapsed: 0.000499 seconds

total used free
Mem: 3448 67 3371
Swap: 0 0 0]

shared buff/cache available
(¢} 9 3368

ulmage X{FHTE eMMC L |, &1 vmtouch TEFJI , ulmage K/\734334 pages , £913M , LEESF

7% %5 5 A page cache
EIERIAEER , LEBTAY free RFFH}3371M

SRiG{ER vmtouch 4% ulmage T2 A page cache

Files: 1
Directories: 0O
Touched Pages: 3433 (13M)
Elapsed: 0.61707 seconds

total used free

Mem: 3448 67 3358

Swap: 0 0 0]
Files: 1

Directories: 0
Resident Pages: 3433/3433 13M/13M 100%
Elapsed: 0.001754 seconds

shared buff/cache available
0 22 3363

BJLAB R , ulmage BT 2/ /BTE page cache AT , FH free ATFHIEHFL T13M

£

Files: 1
Directories: 0
Evicted Pages: 3433 (13M)
Elapsed: 0.004634 seconds

Files: 1
Directories: 0

Resident Pages: 0/3433 0/13M 0%
Elapsed: 0.000446 seconds

B LA%% ulmage M page cache A#T#5H3K

fio



TR

apt install -y fio

fio -filename=/dev/emcpowerb \
-iodepth 16 -thread -rw=randread \
-ioengine=psync -bs=4k -size=1G \
-numjobs=1 -runtime=180 \
-group_reporting -name= 1

i

1: (g=0): rw=randread, bs=(R) 4096B-4096B, (W) 4096B-4096B, (T) 4096B-4096B, io
engine=psync, iodepth=16
fio-3.9
Starting 1 thread
Jobs: 1 (f=1): [r(1)][100.0%][r=330MiB/s][r=84.4k IOPS][eta 0Om:00s]

1: (groupid=0, =1): err= 0: pid=167: Thu Jan 1 10:31:36 1970

I10PS=84.9k, BW=332MiB/s (348MB/s)(1024MiB/3087msec)

clat (usec): min=4, max=329, avg= 6.61, stdev= 3.91

lat (usec): min=5, max=330, avg= 7.58, stdev= 4.26

clat percentiles (usec):

| 1.00th=[ 6], 5.00th=[ 6], 10.00th=[ 6], 20.00th=[ 71,
30.00th=[ 7], 40.00th=[ 7], 50.00th=[ 7], 60.00th=[ 71,
70.00th=[ 7], 80.00th=[ 7], 90.00th=[ 8], 95.00th=[ 81,
99.00th=[ 8], 99.50th=[ 9], 99.90th=[ 70], 99.95th=[ 122],
99.99th=[ 151]
bw ( KiB/s): min=334910, max=340294, per=99.46%, avg=337844.33, stdev=2086.47,

samples=6
iops : min=83727, max=85073, avg=84460.50, stdev=521.51, samples=6
lat (usec) : 10=99.57%, 20=0.25%, 50=0.02%, 100=0.10%, 250=0.06%
lat (usec) : 500=0.01%
cpu : usr=29.16%, sys=69.51%, ctx=772, majf=0, minf=1
10 depths 1 1=100.0%, 2=0.0%, 4=0.0%, 8=0.0%, 16=0.0%, 32=0.0%, >=64=0.0%
submit : 0=0.0%, 4=100.0%, 8=0.0%, 16=0.0%, 32=0.0%, 64=0.0%, >=64=0.0%

complete : 0=0.0%, 4=100.0%, 8=0.0%, 16=0.0%, 32=0.0%, 64=0.0%, >=64=0.0%
issued rwts: total=262144,0,0,0 short=0,0,0,0 dropped=0,0,0,0
latency . target=0, window=0, percentile=100.00%, depth=16

Run status group 0 (all ):
READ: bw=332MiB/s (348MB/s), 332MiB/s-332MiB/s (348MB/s-348MB/s), 10=1024MiB (10
74MB), run=3087-3087msec

BJLAEER| , TR 332MB/s , TR 10us , ESSHMIREMNRILS
Dl : https://tobert.github.io/post/2014-04-17-fio-output-explained.html

\

blktrace
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i}
L

apt install -y blktrace

FEE A ECONFIG_BLK_DEV_IO_TRACE

179,3 (0] 1 0.000000000 9
179,0 (0] 2 0.000552333 136
179,3 (0] 3 0.000554333 136
179,3 (0] 4 0.000570000 136
179,3 (0] 5 0.000574000 136
179,3 (0] 6 0.000578000 136
179,3 (0] 7 0.000581333 136
179,3 (0] 8 0.000627000 45
179,0 (0] 9 0.001208000 136
179,3 (0] 10 0.001209000 136
179,3 (0] 11 0.001217333 136
179,3 (0] 12 0.001220333 136
179,3 (0] 103 0.171033333 45
CPUO (179,3):

Reads Queued: 13, 4352KiB
Read Dispatches: 13, 4352KiB
Reads Requeued: 0

Reads Completed: 12, 4608KiB
Read Merges: o, OKiB
Read depth: 2

I0 unplugs: 13

Throughput (R/W): 26947KiB/s / OKiB/s

Events (179,3):

103 entries

Skips: 0 forward (0 - 0.0%)
HPEARNFRIEEER !

e Q-BNME&ER 10 &

e G-IOEXRER

e [-10 iFKi# A 10 Scheduler PAZ!
e D-I0 &K A driver

e C-I0 BERMIT
MR N FERRRMEERX — N ERAOET BB |,

""‘I:l:

Hotw R SEmE
1T bt SREGHRIZEE , XBEFRART

,:

Ea] A

RA 1164800
RA 1166336
RA 1166336
RA 1166336

N [dd]

N [dd] 1
RA 1166336
RA 1166336
RA 1166848
RA 1166848
RA 1166848

N [dd]

T OO0 PP UOHC T oo >0

D RA 1174528

Writes Queued:

Write Dispatches:

Writes Requeued:

Writes Completed:

Write Merges:
Write depth:
Timer unplugs:

B—1NFEEHNRT 10 BRAZHNE

1536 [0]
512 <- (179,3) 1039360
512 [dd]
512 [dd]

+ 512 [dd]

+ 512 [kworker/0:2H]

+ 1024 <- (179,3) 1039872
+ 1024 [dd]

+ 1024 [dd]

+ 512 [kworker/0:2H]

0, 0KiB
o, OKiB
0
o, OKiB
o, OKiB
0
0

NBTER

BEX—EE |, TTLMERM ST — 4 10 REESRIZ



iostat

AZEZFE CONFIG_TASK_IO_ACCOUNTING

iostat v2.2, (C) 1999-2005 by Greg Franks, Zlatko Calusic, Rick Lindsley, Arnaud De
sitter

Distributed under the terms of the GPL (see LICENSE file)

Usage: iostat [-cdDpPxh] [disks...] [interval [count]]

options:

- cpu usage info

- basic disk info

- disk utilization info
partition info also

= partition info only

- extended disk info

- this

O X U T U a O
1

HRThRASH] iostat THEESRES , BEBRIMEEARS

mmcb1k0O mmcb1lkOp3 cpu
r/’s w/s %b r/’s w/s %b us sy wt id
5 0 2 5 0 2 0 0 7 92

iozone

iozone -a AJ A% ICE FEF eMMC I G R G HIT— N2 ENE

# iozone -a
Iozone: Performance Test of File I/O
version $Revision: 3.483
compiled for 64 hbit mnde
Build: Tinux

Contributors:william Norcott, Don Capps, Isom Crawford, Kirby Collins
Al slater, scott Rhine, Mike wisner, Ken Goss
steve Landherr, Brad smith, mark kelly, pr. alain cve,
randy bunlap, Mark Montague, Dan Mi117on, Gavin Brebner,
Jean-mMarc Zuccom, 1eff Blomberg, Benny Halevy, Dave Boone,
erik Habbinga, kris strecker, walter wong, Joshua Root,
Fabrice Bacchella, Zhem?hua xue, ain L1, Darren Sawyar,
wvangel Bojaxhi, Ben England, wikentsi Lapa,
Alexey skidanov, sudhir Kumar.

rRun hegan: Thu Jan 1 09:39:29 1970

AuUta Mode

Command Tine used: iozone -a

output s in kBytes/sec

Time Resolution = 0.000001 seconds.
processor <ache size set to 1024 kEytes.
Processor cache Tine size_set to 32" hytes.
File stride size set to 17 * record size.

random random blewd record stride
ke reclen write rewrite read reread read write read rewrite read fwrite frewrite fread freread
64 4 158024 566371 955223 1122807 1066666 537815 014285 646464 1103448 516129 561403 1066666 1306122
64 8 202531 659793 1488372 1422222 1488372 640000 1163638 810128 1523808 B50703 673684 1301304 1559950
64 16 213333 6B8172 1641025 1560075 1684210 673684 1391304 853333 1729720 771084 Blol26 1684210 1882352
a4 32 217687 719101 17267206 1641025 1882352 703296 1523800 842105 1882352 1015873 1207547 1B28571 2064516
64 G 219178 72941 1600000 2285714 2133333 744184 1641025 761904 1959905 FrLO84 TFLOB4 1999950 2206356
128 4 197836 606635 1174311 1174311 1163636 522448 1024000 707182 1103448 551724 547008 1230769 1202920
lz2s 8 212271 6881l72 1641025 1438202 1505882 663212 1318587 F2arave 1380246 656410 663212 1503882 1662337
128 18 222222 744186 1828571 1590000 1828571 723163 1523800 962408 1828571 76467 7E6467 1753424 1RB2B571
128 32 226950 7BO487 2031746 1729729 1599500 643216  177FITT 092248 1753424 934308 941176 1969230 2133333
128 Gd 226850 785276 1855072 1969230 2133333 785276 1684210 876712 20083560 810126 1333333 2064516 2245614
128 128 228980 795031 1753424 2327272 2327272 739884 1968230 805031 1523800 75031 805031 2245614 2370370
258 4 198440 SOBEBE 1190697 1196261 1122807 573001 1003921 FA2028 1008712 5378L5 SE3ETF6 1273631 1200492

iozone B BJLALERY excel , 455 gnuplot ZEMEE T B e] LA FE S 2402 EE
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Gauplot - a

loqore: performancs
s Wi —

cacheBStEiE

Imbench

Imbench B— MEAMNITEES , TENE—LHMBFINEE
bw_mem

# bw_mem 1M rd
1.00 9565.06

TARMR IMBEUIBERIE |, SREH 9565MB/s

# bw_mem 10M cp
10.00 1218.92

TN 1IOMBEIBERIED |, 1BE ) 1218MB/s

lat_ mem_rd

# lat_mem_rd 1M

"stride=64

0.00049 2.501
0.00098 2.501
0.00195 2.501
0.00293 2.501
0.00391 2.501
0.00586 2.501
0.00781 2.502
0.01172 2.503



0.01562 2.502
0.02344 2.503
0.03125 2.504
0.04688 3.790
0.06250 6.100
0.09375 6.198
0.12500 6.650
0.18750 6.741
0.25000 6.730
0.37500 6.710
0.50000 6.701
0.75000 6.695
1.00000 6.690

LN —FRIZBIMBIEE (MB) , Gi—JIRIEAVZER (ns)

mhz

# mhz
1199 MHz, 0.8340 nanosec clock

TR cpu IBITHVINER 1.2GHz

%98, Imbench EERZMIXAM] , FTLARTLAER —/NK B ltp B9 Imbench SMIXEE Imbench_tests.sh , 1%
MR EERZET Imbench FIEIIMALEG , B—IB TR , FTE4ESH—B7THA , 01T :

# ./lmbench_test.sh

| TRACE LOG| ***** STARTING LMBENCH SCRIPT ***** |

| TRACE LOG| CREATING THE FILE OF 16MB SIZE FOR BENCHMARKING |
dd: error writing 'testl.txt': No space left on device
9+0 records in

8+0 records out

| TRACE LOG| ***** STARTING BANDWIDTH BENCHMARKS *****
| TRACE LOG| MEMORY BANDWIDTH BENCHMARKS |

| TEST START |bw_mem|

| TRACE LOG| Parameters o

| TRACE LOG| Operation - rd|

| TRACE LOG| Memory Blk Size - 1M|

1.00 9563.10

| TEST RESULT |PASS|bw_menm|

| TEST END|bw_mem|

| TEST START|bw_mem|

| TRACE LOG| Parameters o

| TRACE LOG| Operation - rd|

| TRACE LOG| Memory Blk Size - 2M|

2.00 9172.56

| TEST RESULT |PASS|bw_menm|

| TEST END|bw_mem|



| TEST START |bw_mem|

| TRACE LOG| Parameters 3 |

| TRACE LOG| Operation - rd|
| TRACE LOG| Memory Blk Size - 4M|

AF_UNIX sock stream bandwidth: 1903.41 MB/sec
| TEST RESULT |PASS|bw_unix|

| TEST END|bw_unix|

| TRACE LOG| BANDWIDTH OF FILE READ|

| TEST START|bw_file_rd|

| TRACE LOG| Parameters D

| TRACE LOG| Size - 1MB|
| TRACE LOG| operation - open2close|
| TRACE LOG| File - 1.txt|

1.00 1658.93

| TEST RESULT|PASS|bw_file_rd|

| TEST END|bw_file rd]|

| TEST START |bw_file_ rd]|

| TRACE LOG| Parameters D

| TRACE LOG| Size - 1MB|
| TRACE LOG| operation - io_only|
| TRACE LOG| File - 1.txt]|

1.00 1652.89

"size=128k ovr=26.95

4 7.87

| TEST RESULT|PASS|lat_ctx|

| TEST END|lat_ctx|

| TEST START|lat_ctx|

| TRACE LOG| Parameters o

| TRACE LOG| procs - 4]
| TRACE LOG| size_ in_kbytes - 256K|
| TRACE LOG| repetitions - 100|
dstat
E

apt install -y dstat

dstat @—NEEE T vmstat, iostat, netstat, nfsstat F ifstat B ZL4e

HATHAF—LE python BB ENERER , EREESFFHIE

nmon

il
L



apt install -y nmon

nmon th @ — MRS HMMHEENN TR

A nmon & NX/NEIHE

+nmon-16g--------------------- Hostname=buildroot----Refresh= 0secs ---09:01.14-+
- - _ For H or
[ "N ' N/ N\ TN nmon -? - hint
T I D T Y I nmon -h - full details
(Y Iy O 8

I |
I |
I I
I I
I I
I I
| To stop nmon type g to Quit |
| mmmmmmm e I
I I
I I
I I
I I
I I
I I
I I
I I
I I

Use these keys to toggle statistics on/off:

c = CPU 1 = CPU Long-term - = Faster screen updates
C = " Wideview U = Utilisation + = Slower screen updates
m = Memory V = Virtual memory j = File Systems
d = Disks n = Network . = only busy disks/procs
r = Resource N = NFS h = more options
k = Kernel t = Top-processes g = Quit
o m m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

+nmon-16g------ [H for ]---Hostname=buildroot----Refresh= 2secs ---09:03.30-+
| CPU Utilisation ------mmmmmmm o oo e e e e e |
[-mmmmmm - e +|
|CPU User% Sys% Wait% Idle]|0 | 25 |50 | 75 100] |
| 1 21.9 2.6 0.0 76.1|UUUUULULUU > [
| 2 0.5 3.0 0.0 96.5|s > [
[-mmmmmm - o m o m e e e e e e e e e e e e e e mmm e mmm o oo +|
|[Avg 11.0 2.2 0.0 86.8|UUUUUS > [
R e +|

| CPU Utilisation Stats -------cmmmmmmm oo e oo e

|ALL 21.9 0.0 4.5 173.3 0.0 0.0 0.0 0.0 0.0 0.0 |
| CPU User% Nice% Sys% Idle% Wait% HWirqg% SWirg% Steal% Guest% GuestNice%|
| 1 21.9 0.0 2.0 76.2 0.0 0.0 0.0 0.0 0.0 0.0 |

| 2 0.5 0.0 3.0 96.6 0.0 0.0 0.0 0.0 0.0 0.0 |
| Disk I/0 --/proc/diskstats----mostly in KB/s----- Warning:contains duplicates- |
|DiskName Busy Read WriteKB|O | 25 |50 | 75 100] |

|mmcb1ke 0% 0.0 0.0]> [l
|mchblk@p3 0% 0.0 0.0]> [l
| Totals Read-MB/s=0.0 Writes-MB/s=0.0 Transfers/sec=0.0



iperf3
L&
apt install -y iperf3

iperf FAF M EMLE 14 8E

EENIRBEN— iperf3 server

Microsoft Windows [hRZ 10.0.18363.1256]
(c) 2019 Microsoft Corporation, {REBFFEMNFI,

D:\2ABN\TE\iperf-3.1.3-win64>iperf3.exe -s

Accepted connection from 192.111.111.11, port 58022

5] 192.111.111.123 port 5201 connected to 192.111.111.11 port 58024
ID] Interval Transfer Bandwidth

5] 0.00-1.00 sec 11.3 MBytes 94.8 Mbits/sec

[

[

[

[ 5] 1.00-2.00 sec 11.1 MBytes 92.9 Mbits/sec
[ 5] 2.00-3.00 sec 11.3 MBytes 94.4 Mbits/sec
[ 5] 3.00-4.00 sec 11.3 MBytes 94.9 Mbits/sec
[ 5] 4.00-5.00 sec 11.3 MBytes 94.9 Mbits/sec
[ 5] 5.00-6.00 sec 11.3 MBytes 94.9 Mbits/sec
[ 5] 6.00-7.00 sec 11.3 MBytes 94.9 Mbits/sec
[ 5] 7.00-8.00 sec 11.3 MBytes 94.9 Mbits/sec
[ 5] 8.00-9.00 sec 11.3 MBytes 94.9 Mbits/sec
[ 5] 9.00-10.00 sec 11.3 MBytes 94.9 Mbits/sec

EMRIRB)—A iperf3 MIXTZF

Connecting to host 192.111.111.123, port 5201
5] 192.111.111.11 port 58024 connected to 192.111.111.123 port 5201
ID] Interval Transfer Bitrate Retr Cwnd
5] 0.00-1.00 sec 11.6 MBytes 96.8 Mbits/sec 0 92.7 KBytes

[

[

[

[ 5] 1.00-2.00 sec 11.0 MBytes 92.5 Mbits/sec 0 92.7 KBytes
[ 5] 2.00-3.00 sec 11.3 MBytes 94.6 Mbits/sec 54 94.1 KBytes
[ 5] 3.00-4.00 sec 11.4 MBytes 95.6 Mbits/sec 0 98.4 KBytes
[ 5] 4.00-5.00 sec 11.3 MBytes 94.6 Mbits/sec 0 115 KBytes
[ 5] 5.00-6.00 sec 11.3 MBytes 95.1 Mbits/sec 0 115 KBytes
[ 5] 6.00-7.00 sec 11.4 MBytes 95.6 Mbits/sec 0 115 KBytes
[ 5] 7.00-8.00 sec 11.3 MBytes 94.6 Mbits/sec 0 137 KBytes
[ 5] 8.00-9.00 sec 11.4 MBytes 95.6 Mbits/sec 0 137 KBytes
[ 5] 9.00-10.00 sec 11.4 MBytes 95.6 Mbits/sec 0 137 KBytes



FAR] BA R 48 1 e

dropwatch

RIZEZHE CONFIG_NET _DROP_MONITOR

Initalizing kallsyms db

dropwatch> start

Enabling monitoring...

Kernel monitoring activated.

Issue Ctrl-C to stop monitoring

4 drops at __udp4_lib_rcv+670 (Oxffffffe0004bfo6e)
12 drops at __udp4_lib_rcv+670 (OxXffffffe0004bf0O6e)
2 drops at __udp4_lib_rcv+6cc (Oxffffffe@004bfoca)
1 drops at __udp4_lib_rcv+6cc (Oxffffffe@004bfoca)
4 drops at __udp4_lib_rcv+670 (Oxffffffe0004bf0o6e)
12 drops at __udp4_lib_rcv+670 (OxXffffffe0004bf0O6e)

dropwatch FISRIZEFMLE E BLia)RY , sJABEI , K H ping IR ARET 6XEE , PIERIRELY
B, FJAMKIERICIE R # TS0

pVv
TE

apt install -y pv

pvIRRARE R SENITREVEESR

plan#sn -

27.6KiB 0:00:00 [ 130MiB/s] [ >] 100%

i ELpviX BEFRBIEHAIERE |, FIG11KB/s

10KiB 0:00:10 [1011 B/s] [===========> ] 36% ETA 0:00:17

Edd :

662MiB 0:00:02 [ 198MiB/s] [====> ] 17% ETA 0:00:09



whetstone
T

apt install -y whetstone

whetstone FASEME cpu B9/F R IZEEES]

Loops: 1000000, Iterations: 1, Duration: 19.567 sec.
C Converted Double Precision Whetstones: 5110.747 MIPS

dieharder
Tk

apt install -y dieharder

dieharder B —FXATFMIXFEN B ERBEENFINIZ TR

rng_name | rands/second| Seed |
mt19937| 3.34e+07 | 273137300]|

_name |[ntup| tsamples |psamples| p-value |Assessment
diehard_birthdays| 0] 100 100|0.08654260| PASSED
diehard_operm5| 0] 1000000 | 100|0.76268865| PASSED
diehard_rank_32x32| 0] 40000 | 100|0.09896061| PASSED
diehard_rank_6x8| 0] 100000 | 100|0.79845879| PASSED
diehard_bitstream| 0] 2097152 | 100|0.90976807| PASSED
diehard_opso]| 0] 2097152 | 100|0.90149754| PASSED
diehard_ogso| 0| 2097152 100|0.60943983| PASSED
diehard_dna| 0| 2097152] 100|0.28147819| PASSED
diehard_count_1s_str| 0] 256000 | 100|0.87571086| PASSED
diehard_count_1s_byt| 0] 256000 | 100|0.32803443| PASSED
diehard_parking_lot| 0] 12000 | 100|0.43004782| PASSED
diehard_2dsphere| 2] 8000 | 100|0.91557461| PASSED
diehard_3dsphere| 3| 4000 | 100|0.10831747| PASSED
diehard_squeeze| 0| 100000 | 100|0.58947448| PASSED
diehard_sums| 0] 100| 100|0.03804515| PASSED
diehard_runs| 0] 100000 | 100|0.16852247| PASSED
diehard_runs| 0] 100000 | 100|0.16901521| PASSED

diehard_craps| 0| 200000 | 100|0.28860890| PASSED



diehard_craps| 0] 200000 | 100|0.41000082| PASSED

marsaglia_tsang_gcd| ©]| 10000000 100|0.94040087| PASSED
marsaglia_tsang_gcd| 0| 10000000 | 100|0.98666060| PASSED
sts_monobit| 1] 100000 | 100|0.99649756 | WEAK
sts_runs| 2] 100000 | 100|0.06977154| PASSED
perf

perf @—NEMEM , AIEHMHEESTTLE , EREEINAEREM N IEE
B0 , =TUARI A perf ME— T FHKIRTE iperf3 LMK T CPU B9TaZ,
AT AR — iperf3 iR , BEM , Tl , RNEMI(E T RIVIEIE

iperf3 -c 192.111.111.123 -t 86400 > /dev/null 2>&1 &

SAIEB R perf , BE SR CPU RVEIE

perf record -c 100000 -e cpu-cycles -g -a sleep 5

o -c IS HURREMEEIFE , 1000005R7R 1000004 cycle , LEATRIRTEPSAZERE 1.2GHz , — 4 cycle #i2
1/1.2G# , LEATR9SR M BIFE L2 1000001/1.2G 1000 * 1000 = 83us , MR —RRFLRTA T

o e WSHNRRIHMEHN | RPIR— cpu-cycles B

e sleep 5 FRNRIFHIAT[E] A 57D

HITRRERS |, SEM— perf.data X1 , ZASEA perf script S IBIZXH

perf script -i perf.data > perf.unfold

BTIR , FEHZXA perf.unfold XA IR pe H18Y linux REE LRAIE |, FREEFEHT perl BiA
BYREIR A AN 5T 2F T T K BB S A

SR E perl XM THE

git https://github.com/brendangregg/FlameGraph.git

SAEEAZ T RARIE perf.data

./stackcollapse-perf.pl ../perf.unfold > perf.folded
./flamegraph.pl perf.folded > perf.svg

REBRNEERFTHIXA perf.svg , L] LAIELRIEE R XSHEHA , CPU BT AU KRER TR ETEED
A /8]



AIER , ATREMENER , MXREFARS |, Bt CPU XS R AXERS &R T idle
RS

perf BYERIEH% BA Kz 72 25 B9 A (8] EE 1 =T D@ s all FREY perf —f= & X

il

ext4_da_write_beagin

I a..  generic_write_end
\ext4_fle_writejeer
I e
s e=-—

swapper FFSRAGIE M B ZINRVER 2 th el B i — & R E B E|
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i

__skb_gso_..

__tep_transmit_skb

__tep_push_pending_frames

|“‘
Jie

ftrace
ftrace A] B\ R B MR E FR LB 1T £ 22 A0 (6]

echo nop > /sys/kernel/debug/tracing/current_tracer

echo @ > /sys/kernel/debug/tracing/tracing_on

echo 42 > /sys/kernel/debug/tracing/set_ftrace_pid

# IEAMFME 2 stmmac_wq , 422 ERpid

echo function_graph > /sys/kernel/debug/tracing/current_tracer

echo stmmac_napi_poll rx > /sys/kernel/debug/tracing/set_graph_function
echo 1 > /sys/kernel/debug/tracing/tracing_on

cat /sys/kernel/debug/tracing/trace > trace.txt

$TFF trace.txt

)

0) 2.000 us
0) 2.000 us
0) 1.667 us

stmmac_napi_poll rx() {
enh_desc_get_rx_status();
enh_desc_get_ext_status();
enh_desc_get_rx_frame_len();

0) __napi_alloc_skb() {
0) 1.667 us page_frag_alloc();
0) __build skb() {

0) 1.333 us should_failslab();
0) 4.667 us
@) 8.000 us
Q) + 14.667 us
)

@) 1.666 us
®) 4.333 us
0) 1.667 us

}

dma_sync_single_for_cpu() {
arch_sync_dma_for_cpu();

}

I
I
I
I
I
I
I
0) | kmem_cache_alloc() {
I
I
I
I
I
I
I
[ skb_put();



0) 1.667 us [ page_pool put_page();
0) 1.667 us [ eth_ _trans();

AJAEE , trace.txt BICR T B MNREIEITATEZRRIATE]
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apt update
apt install -y ice-drivers

BTNz

/opt/offical_tests/vdk/
./tutorial4_es20

GPU Demo iIZ{TER


https://yoctools.oss-cn-beijing.aliyuncs.com/GPU_Demo_tutorial4_es20.mp4

Linux /N2 N A A &£ 1E
THEHHZRIZITIE. Demo

apt update
apt install -y cube-miniapp

1517 Demo 2%

# iB{T Cube /\i2FF Demo
cube-test 2021001142699009 pages/index/index

e cube-test : cube /NEFIESR
e 2021001142699009 : /NFZ/F appid , XN EH cube-test FIEAOTEF id
¢ pages/index/index : ¥J4A DI
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1. Itk Demo ABLAN/NERF , IR NEFFEBRM T,
2. INEFRFEZE— HomeApp BF , ALL Demo EXERA , EYRTIEBRMEN , 2IREIRERF,

Cube /NMEFEIT

Cube 2—MNRJMV AFHIELEE ER5|Z , HIERFX—HBARKRZA , XIEA—FHAREF
web(webview) HISMHEEEBERA NFE,

1. Cube NEFRYF=

o XIHEA "Eweb BEHITUSZHL , REA LK

o FREMBEFNIFIGRIIET S Native JERS|Z |, 5 Native NAESHIERARI
2. 5web X F&

o BRENZHFL , BEXRAXLIT wic HFNAENTFE



o HEIBITEMLE , AETF HTML BERR, METTH RRAIRHEIESRE
o TEIBEHEMITL , 19i8d JavaScript #H1TZB BT

A : gmiE. 1B1T helloworld

1. ERmETR

tnpm install -g @ali/mini

sudo tnpm install -g @ali/mini

2. F)%41% helloworld /NMERINE

mkdir helloworld
helloworld
mini init

? EMAIBE&%: helloTinyApp
? EBMRIMBEE: Ccube IMER

helloTinyApp

— README.md

|— app.acss

— app.js

— app.json

— mini.project.json

L— pages

L— index

— index.acss
— index.axml
— index.js
L— index.json

3. E. ITR/NER

mini build ./

Inject code for ./helloworld/helloTinyApp/miniapptools_dist/ng-main/index.html
failed because of file not exist

Inject code for ./helloworld/helloTinyApp/miniapptools_dist/ng-main/index.worke
r.js failed because of file not exist

>>> TR

INEFEYIEL: . /helloworld/helloTinyApp/miniapptools_dist/dist.tar



#HI EME log /&, MEBRIN , MEF~Y R miniapptools_dist/dist.tar

1% dist.tar 2 ICE_EVB #Y /resources/demo/pkg/2021001142699009 HRE T , 77 ICE EVB
MR Linux B T #EE dist.tar

# £ PC E#IT scp @<, £f&Z dist.tar
scp miniapptools_dist/dist.tar root@192.168.1.100:/resources/demo/pkg/202100114
2699009/ .

# £ ICE_EVB LfE[x dist.tar
cd /resources/demo/pkg/2021001142699009/
tar xf dist.tar

# BIIEFER/NER
cube-test 2021001142699009 pages/index/index



Hello Cube

1. AJMERZAERNEFARETRH#T/MEFRLL Bl NMEFARETLRERHI web N2
7, Cube NEFAHEFE , FIHELERN | ERMEREEZH IR ERMRRE.
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Kprobe & Uprobe - Linux Tracing

33 KBS &, kprobes/uprobes MlHITESHF(events)FER £ A AAZSHEBFPSEMR TIEERIE
IXNAVINGEE, X tARY T tracepoint HLHIRIEAE, FHARIRS T A, Lkl perf_events , ftrace FEETE
HEM EEKTMEK. & W Brendan Gregg IR IR FIKE, kprobes/uprobes 7E Linux ZIFSIERERE
E2TEANER, TR

net:
Operating System sccr : /Skb:
Fa Applications / /
uprobes | System I.lbrariq‘ -{
syscalls: —»
X ” System Call Interlﬂce'j{ L sched:
VFS Sockets ¥ | /scheduler 4~
extd : = File Systems TCP/UDP Vvmscan:
kprobes Velume Manager it Virtual ‘K 7
block : —<=Block Device Interface Ethernet ¥ | Memory il
S Device Drivers ‘1/ R

* kprobes: dynamic kernel tracing
— function calls, returns, line numbers

+ uprobes: dynamic user-level tracing

5| F: https://blog.arstercz.com/introduction_to_linux_dynamic_tracing/
Kprobe # Uprobe tJ8] Ai@iT ftrace B9 /sys/debug/tracing interface (BF debugfs BIF F =5 [8)ZHEAY API)

RITEMIRIFFM 2T , RIA frace FINEPRE 240, Nt iaHVSEECAEEET hE |, FiFEAMER
RFIETBAS2E ftrace-lwn-365835, Y1 BT/, KE 9 ftrace BEIE:

read
write

Ring buffer

Kernel | User
\j space | space

ANY7D
|gl:l

Krpobe 7


http://www.brendangregg.com/
https://blog.arstercz.com/introduction_to_linux_dynamic_tracing/
https://lwn.net/Articles/365835/

kprobeZlinux AZM—MNEEE M , BEHMIINZIFIR TR (perf, systemtap ) FY“EffliZ5E” , FRA
¥ BPF th{f#i kprobe

EMNAESHERE , BIRESR , AEESAITRIEEAhookRE

-.:-I‘i_::fllil'. ll.‘:ﬂllllt'
code registered

) . 7 call pre_handler

instrl instrl : : _
L single step instr?

imstr2 trap iy call post_handler

, a : T continue

mstra instra

instri instrd

MRFENMEAZRBRESWIAA. WAALTX. ASMKERENE , tERERATTERZ Mprintk , B
RMER,

F Akprobefx A , AFEILABE X B CHIEIFEL , PICABR L FAR BRSBTS,

HAZAITRIERITEIEENRNRNN , RIBAZEIEERLE , AFEATWERFENERT  BARA
EREELOZFEANEERITRIZ, IRAFEZKREEBINESR  FABFELERN , WEHR]
AENZSHI BRI =,

kprobes#k AR B 1E 9 2F04F M ER 43 B At kprobe F0 kretprobe:

o kprobeBEREAHFEMNAN , BXMEFMHIEL] , EFJUEEENUERERNR (MERBR
BHRFZRFSAEAIN) |, ERHTRNSIERR. HARNAFLELEMEEAN , 25!

fpre_handler, post_handlerfIfault_handler , EApre_handlertR HUFE#IRMIE S HNITRIMEE |,
post_handler2EHIRMIESMITREREIR CEEARZWERMEELL ) |, fault_handlerREATFAID]
i EE AT 4R R A

o retprobe NBFMFFINEHERET , ERHFETkprobeSLI , AT IRERERN R EAIR BI{E,

BAR(ERTERM
HEA :

Symbol: FTRACE [=y]

Type : boolean

Prompt: Tracers
Location:

(5) -> Kernel hacking



Defined at kernel/trace/Kconfig:132
Depends on: TRACING_SUPPORT [=Vy]
Symbol: KPROBE_EVENT [=y]
Type : boolean
Prompt: Enable kprobes-based dynamic events
Location:
-> Kernel hacking
(1) -> Tracers (FTRACE [=y])
Defined at kernel/trace/Kconfig:405
Depends on: TRACING_SUPPORT [=y] && FTRACE [=y] && KPROBES [=y] && HAVE_REGS_AND_
STACK_ACCESS_API [=y]
Selects: TRACING [=y] && PROBE_EVENTS [=Yy]
Symbol: HAVE_KPROBES_ON_FTRACE [=y]
Type : boolean

Defined at arch/Kconfig:183

Selected by: csky [=y]

Symbol: KPROBES_ON_FTRACE [=Yy]
Type : boolean
Defined at arch/Kconfig:79
Depends on: KPROBES [=y] && HAVE_KPROBES_ON_FTRACE [=y] && DYNAMIC_FTRACE_WITH_RE
GS [=y]
ZImIBIT:

B %817 mount $X75 ftrace debug %[ , JA/Si8iT kprobe_evets jEM{REZE probe BINZERL , &
tracing/events/kprobes// T 8] LA¥ZHl|iZ kprobe EREIRY FFEF1X 7]

# mount -t debugfs nodev /sys/kernel/debug/

# echo 'p:myprobe _do_fork dfd=%a® filename=%al flags=%a2 mode=+4($stack)' > /sys/k
ernel/debug/tracing/kprobe_events



# echo 'r:myretprobe _do_fork $retval' >> /sys/kernel/debug/tracing/kprobe_events

# echo 1 > /sys/kernel/debug/tracing/events/kprobes/myprobe/enable

H*

echo 1 > /sys/kernel/debug/tracing/events/kprobes/myretprobe/enable

cat /sys/kernel/debug/tracing/trace
tracer: nop

entries-in-buffer/entries-written: 8/8 #P:1

H OH OB H H

H*

----- => irgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || / _--=> preempt-depth

# ||| / delay

# TASK-PID CPU# |||| TIMESTAMP FUNCTION

#LL LI

swapper/0-1 [000] dn.. 2.488544: Unknown type 599

swapper/0-1 [000] dn.. 2.489270: Unknown type 600

sh-121 [000] d... 408.113780: myprobe: (_do_fork+0x0/0x3ac) dfd=0xbe485f20 filename
=0x0 flags=0x0 mode=0x0

sh-121 [000] d... 408.117058: myretprobe: (sys_clone+@xa6/0xac <- _do_fork) argl=0x
82

sh-121 [000] d... 409.816850: myprobe: (_do_fork+0x0/0x3ac) dfd=0xbe485f20 filename
=0x0 flags=0x0 mode=0x0

sh-121 [000] dn.. 409.817539: myretprobe: (sys_clone+0xa6/0xac <- _do_fork) argl=0x
83

sh-121 [000] d... 411.202079: myprobe: (_do_fork+0x0/0x3ac) dfd=0xbe485f20 filename
=0x0 flags=0x0 mode=0x0

sh-121 [000] d... 411.202750: myretprobe: (sys_clone+0xa6/0xac <- _do_fork) argl=0x
84

#tX kprobe X1HIEFE T E:

https://www .kernel.org/doc/Documentation/kprobes.txt

https://lwn.net/Articles/410200/

Trace-cmd # kernelshark:

Trace-cmd @ —MNET ftrace WAFSEIRG LT LR , EMEEE:
git://git.kernel.org/pub/scm/linux/kernel/git/rostedt/trace-cmd.git

RS K1THR , A trace-cmd FIEL , STEHY man Fif}

BiXMfERSE:

https://lwn.net/Articles/410200/


https://www.kernel.org/doc/Documentation/kprobes.txt
https://lwn.net/Articles/410200/
http://git.kernel.org/?p=linux/kernel/git/rostedt/trace-cmd.git;a=summary
https://lwn.net/Articles/410200/

Uprobe
firace EAiti{ER:

FES—PNRARER , MHAHE:
#include <stdio.h>
#include <unistd.h>

static void
print_curr_state_one(void

{

("This is the print current state one function\n");

static void
print_curr_state_two(void

{

("This is the print current state two function\n");

int main {
while(1) {
print_curr_state_one();
sleep(1);
print_curr_state_two();

RIFFIRENAT I TR IC 4R (9 RFVIEER riscy-linux-gec):

» csky-linux-gcc test.c -o test

» linux-next git:(linux-next-ftrace-kprobe-uprobe-simlutate-insn) x ../artifacts/o
utput_860_next/images/host/bin/csky-linux-objdump -S test

00008518 <print_curr_state_one>:

8518: 1422

851a: ddoe2000

851e: ddee2001

8522: 6e3b

8524: 1006
_state_one+0x24>

8526: €aefoo07
540

852a: 6Cc00

852c: 6fa3

subi
st.w
st.w
mov
lrw

jsri

or
mov

sp, sp, 8

r8, (sp, 0)

ri5, (sp, 0x4)

rg, sp

ro, 0x8698 // 853c <print_curr

0x0 // from address pool at 0x8

ro, ro
sp, r8



588

852e:
8532:
8536:
8538:
853a:
853c:
8540:
00008544

8544:
8546:
854a:
854e:
8550:
8552:

<print_

8556:
8558
855a:
855e:
8562:
8564 :

00008568

8568:
856a:
856e:
8572:
8574:

ne>

590

wo>

-

<main>:

8578:
857a:

857e:

8582:

d9ee2001 1d.w
d90e2000 1d.w
1402 addi
783cC rts
0000 .short
00008698 .long
00000000 .long
curr_state_two>:

1422 subi
ddoe2000 st.w
ddee2001 st.w
6e3b mov
100d Irw
eae0000e jsri
6Cc00 or
6fa3 mov
d9ee2001 1d.w
d90e2000 1d.w
1402 addi
783c rts
1422 subi
ddoe2000 st.w
ddee2001 st.w
6e3b mov
e3ffffd2 bsr
3001 movi
€ae00006 jsri
e3ffffe3 bsr
07f9 br

ri
r8
sp

0x0000
Ox00008698
OXx00000000

sp
r8
ri
r8

5, (sp
, (sp,
, SP,

, SP,
, (sp,
5, (sp
, Sp

, 0x4)
9)
8

8
9)
, 0x4)

ro, 0xs6c8

Ox

ro
sp
ri
r8

sp

sp
r8

(0]

, ro

, r8
5, (sp
+ (sp,
r SP,

r SP,
» (sp,

ri5, (sp

rg

+ SP

// from

, 0x4)
9)
8

8
9)
, 0x4)

0x8518 // 8518

ro
0x

, 1
0

// from

0x8544 // 8544

0x8574 // 8574

utput_860_next/images/host/bin/csky-linux-readelf -S test

There are 28 section headers, starting at offset Ox1cd8:

Section Headers:
[Nr] N

[

L T e T e T e, T s T s O s T e IO

0]
1]
2]
3]
4]
5]
6]
7]
8]
9]

ame

.interp
.note.ABI
.hash
.dynsym
.dynstr
.gnu.vers
.gnu.vers
.rela.dyn
.init

-tag

ion
ion_r

Type
NULL
PROGBITS
NOTE
HASH
DYNSYM
STRTAB
VERSYM
VERNEED
RELA
PROGBITS

Addr

00000000
00008134
00008144
00008164
000081a0
00008240
000082d8
000082ec
0000830cC
000083b0o

off

000060006
000134
000144
000164
0001a6
000240
0002d8
0002ec
00030c
0003b0

Size

000000
00000d
000020
00003c
0000ad
000098
000014
000020
00009cC
000030

// 8584 <main+Ox1lc>
address pool at 0x8

<print_curr_state_o

address pool at 0x8

<print_curr_state_t

<main+0xc>

linux-next git:(linux-next-ftrace-kprobe-uprobe-simlutate-insn) x ../artifacts/o

ES Flg Lk Inf Al
00 O 0

00
00
04
10
00
02
00
oc
00

> > > >» > > > >
@ AU DO U DO O
©® O P @ @ P ®@ @ ©
A A DNPFE MDD R

>
X
[y
(o))



[16] .text PROGBITS 000083e0 0003ed 000282 0O AX O 0 16

RIBIEF &L dwémid uprobe 1

'p:enter_current_state_one /root/test:0x518 arg0=%a@ lr=%lr' >> /sys/kernel/de
bug/tracing/uprobe_events

'r:exit_current_state_one /root/test:0x518 arg0=%a@' >> /sys/kernel/debug/trac
ing/uprobe_events

'p:enter_current_state_two /root/test:0x544 arg0=%a@ lr=%lr' >> /sys/kernel/de
bug/tracing/uprobe_events

'r:exit_current_state_two /root/test:0x544 arg0=%a@' >> /sys/kernel/debug/trac
ing/uprobe_events

1 > /sys/kernel/debug/tracing/events/uprobes/
cat /sys/kernel/debug/tracing/trace

BAFRSEEMUEEF AL E uprobe HE S

Perf probe {£/H:

BRY ftrace , Fifi 1A w] LA{E A Perf probe -x BIZSIRER s — Mol MR HINEE , sISKMMLATINEE : EEAR
EEEMRIEIMTTUERERBNERT. ETEREABNEIAE , RESPUESI TR BREEEM
iy, HEENZEMNEE T UERMER ERITEIRER, X2 —IEERBRERA , AFENEM
ARENE AR,

perf probe -x /lib/libc.so.6 memcpy
perf record -e probe_libc:memcpy -aR ls
perf report

X B KE Uprobe R FEZERMI , FISXH4:
http://www.brendangregg.com/blog/2015-06-28/linux-ftrace-uprobe.html
https://www.kernel.org/doc/Documentation/trace/uprobetracer.txt

https://www.kernel.org/doc/html/latest/trace/uprobetracer.html


http://www.brendangregg.com/blog/2015-06-28/linux-ftrace-uprobe.html
https://www.kernel.org/doc/Documentation/trace/uprobetracer.txt
https://www.kernel.org/doc/html/latest/trace/uprobetracer.html

Perf {157 BH

Perf &7}

o PerfR—RIBAKMENTTRES,
o #Linux 2.6 31hRA5IA , EStoolperf BRFBIASMRR , BRAKARPRERKLNGUHZ

o

o PerfiR¥]RIFAIBRAMEESMY |, MEERAERXFERH 5| A\ T EWprobe , tracepotint ,
auxtrace , bpfEEZEFENFITE,

o Eidperfe] AMEA—RMITAHRLSHTMBRIEFARRE , HORANN , BEESIMXEUFEEZG
AREDTRBAETHRINER,

o BENTF B EfE2Mtracepoint , perfiE 7 —F B Minux AZFUEIE R , SIUANREFRIBE , W
7, XHZRGE , REESFSHEEITHM

o FEliEperfAIRGEMEESEH , BB LV Gperf-tool , XIEE] , =B, viuneHEFE=HINEEY B,

o AIHBAFEE W perf stat/record/report , FEHFPMU , KIEEIJLNEBHRESHITNA

Perf D HATIRFE
Perf BHTHEED TRV AN EE G :

o {EMperf statF AR S IWIFENSEHITREHITIHE |, AEEFEREBITEIRE
o {FFperf recordFan S UE TRIEG HALE BIFEN R FRFITRE | BFEIBIRTEEperf.datad {4 LA
fB&n

# perf stat s
messages

Performance counter stats for 'Ts':

42,83 msec task-clock # 0.735 CPUs utilized
0 context-switches # 0.000 Kisec
] cpu-migrations # 0.000 Kf=sec
5% page-faults # 0.001 Mf=sac
2563283 oy les # 0. 060 GHz
F14777 instructions # 0.28 1insn per cycle
109487 condition]l-hbranch-instructions # 2,556 MSsec
13290 conditional-branch-misspredict # 12.14% of all branches

0.058298555 seconds time elapsed

0.012837000 seconds user
0.05134%000 seconds sys

# perf record s

messages perf.data perf.data.old

[ perf record: woken up 1 times To write data ]

[ perf record: Captured and wrote 0.011 ME perf.data (260 samples]) ]

T



I SR I B I I T

FFHaHr N TSR R T R
a2 tracepointXIEUEHTICR

Perf E 215

BidPerf listA]| U EB HFIRFHMBESGEFEHSH |, RESH |, B FcacheSEH , PMUSH AR TR
1% Tracepoint= {4

# perf Tist ~

List of pre-defined events (to he used in -e):

Ll-icache-access [Hardware event]
Ll-icache-misses [Hardware ewvent]
conditional-branch-instructions [Hardware event]
conditional-branch-misspredict [Hardware ewvent]
cpu-cycles OR cycles [Hardware event]
d—ut1g—misses [Hardware event]
i-utlh-misses [Hardware ewvent]
indirect-branch-instructions [Hardware event]
indirect-branch-mispredict [Hardware ewvent]
instructions [Hardware event]
qt1b—misses [Hardware event]
su-cross-4k-stall-counter [Hardware ewvent]
Tsu-other-stall-counter [Hardware event]
Tsu-speculation-fail [Hardware ewvent]
lsu-sg-data-discard-counter [Hardware event]
Tsu-sg-discard-counter [Hardware event]
rf-instruction-counter [Hardware ewvent]
rf-Taunch-fail-counter [Hardware event]
rf-reg-launch-fail-counter [Hardware ewvent]
store-instructions [Hardware event]
alignment-faults [software event]
bpf-output [software ewvent]
context-switches oR cs [software ewvent]
cpu-clock [software event]
cpu-migrations OR migrations [software ewvent]
clumimy [software event]
emulation-faults [software event]
major-faults [software ewvent]
minor-faults [software event ]
page-faults or faults [software ewvent]
task-clock [software event]
Ll-dcache-Toad-misses [Hardware cache ewvent]
Ll-dcache-Toads [Hardware cache ewvent]
Ll-dcache-store-misses [Hardware cache ewvent]
Ll1-dcache-stores [Hardware cache event]
LLC-Toad-misses [Hardware cache event]

(B Perf B9 /ES T1E

T-HEAD ¥ & % #5iBiT buildroots R RIEFEAEMLinux RFEMIERE , FIAEET-HEADIE S LK perfiB
KINEEEZEIE T https://github.com/c-sky/buildroot/releases kBN &z FiAYbuildrootfs FEMID4Ri¥ Sk {E
Quick StartPEIT L T HIMRIFNBREREZEMNIT , BRI SE buildrootA P |, perfIIEETE T-HEAD
REREKIAFRE | BoIEEI AR Aperfin SHRIAIME


https://github.com/c-sky/buildroot/releases

Starting network oK
processor : 0

C-SKY CPU model : ck8ief
product info[@] : Ox0504000cC
product info[1l] : Ox16000080
product info[2] : 0x20000000
product info[3] : Ox30000000
hint (CPU funcs) Ox00000000
ccr  (L1C & MMU): Ox00000001
ccr2 (L2C) : Oxpooooeoo

arch-version : e68b1635ac2711d5Tc939bce66318aa118c9484a

Skip the ci test

Welcome to Buildroot
buildroot login: root
# perf
usage: perf [--version] [--help] [OPTIONS] COMMAND [ARGS]
The most commonly used perf commands are:
annotate Read perf.data (created by perf record) and display annotated code
archive Create archive with object files with build-ids found in perf.data file
bench General framework for benchmark suites

buildid-cache

Manage build-id cache.

{ER X IEEI MR ER R

PAcallchain_test79f5I30 , iX B4F S RINAIE A perfas SHAIEE DT — MNMEFHIR RS

o E%Cia{T: perf record -g callchain_test ¥ callchain_test¥2 7 B9 sa FOE R A 1T K A%
o iZ{Tperf reporta] LLEFEXMER AR |, MNRE
X% , FJLABRGEPRRERE test_4 R,

perf report

To display the perf.data header info,

Total Lost Samples: @

Samples: 154 of event
Event count (approx.):

Overhead Command

callchain_test
callchain_test
callchain_test
callchain_test
callchain_test
callchain_test
callchain_test
callchain_test
callchain_test
callchain_test
callchain_test
perf

callchain_test
callchain_test
callchain_test
callchain_test

'cpu-clock’
38500000

Shared Object

callchain_test
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
1d-2.28.9000.s50
1libc-2.28.9000.s0
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]
[kernel.kallsyms]

F— P HRMERE -g TR ER
EREARAA LA test_1
o SRR AND A BT XEEEEMIERE

SRR EREREIE A

HHAXZ

please use --header/--header-only options.

__softirgentry_text start
flush_tlb_one
flush_tlb range
flush_tlb_mm

free hot cold page
page_add_file_rmap
path_openat
sys_mmap_pgoff

St

__cxa_atexit
perf_event_exec
__d lookup_rcu
__fdget raw

__fput
__kunmap_atomic




pert report

To display the perf.data header info, please use --header/--header-only options.

Total Lost Samples: @

samples: 164 of event 'cpu-clock'
Event count (approx.): 41000000

Children self Command Shared Object

R P R R R

8.00% callchain_test 1ibc-2.28.9880.s0
|

---__libc_start_main

--main

test_1
test_2
test 3
test_ 4

-- --ret_from_exception
schedule
__schedule
finish_task_switch

--0x3132c
|

Symbol

R

[-]

__libc_start_main

R




The Kernel Address Sanitizer (KASAN)

KernelAddressSANitizer (KASAN ) RISAFHIRIGMZEE. SRHET —MREMEEIIBRTE |, BA
EXTRARERMBRER,

KASANfERwIZR TREREEEMRFR , BALEEEFEEGCC 4928 BShiA. FEGCC 5.05E
AR A BEAG N R B 2 B T ERIHSR U5l0),

ERRAE
ERZHP B KASAN:

CONFIG_KASAN = y

HECONFIG_KASAN_OUTLINEFICONFIG_KASAN_INLINEZ [8)3%#2, OutlineFlinline 2 4Ri% 225N
KR BIEFER/NNTHEHEING , mEaaENRL1-26E, RBESIEZEGCC 5.0 E S RA,

KASAN®] 5SLUBFISLABRTZ 3 EC2E —E2fEM. AT EIFieNHRFE I hiRSG  BRA
CONFIG_STACKTRACE,

ETMASEX M B RGN |, BEABRMIINZMakefile R INZELF L TABHIT
o WFEANNH (BYU: main.o)

KASAN_SANITIZE_main.o := n

o WF—ITBEXRPWABEXH

KASAN_SANITIZE := n

HERS

SRR SB[ RS T AR

BUG: AddressSanitizer: out of bounds access in kmalloc_oob_right+0x65/0x75 [test_ka
san] at addr ffff8800693bc5d3
Write of size 1 by task modprobe/1689

BUG kmalloc-128 (Not tainted): kasan error

Disabling lock debugging due to kernel taint
INFO: Allocated in kmalloc_oob_right+0x3d/0x75 [test_kasan] age=0 cpu=0 pid=1689
_ slab_alloc+0x4b4/0x4f0



kmem_cache_alloc_trace+0x10b/0x190
kmalloc_oob_right+0x3d/0x75 [test_kasan]
init_module+0x9/0x47 [test_kasan]
do_one_initcall+0x99/0x200
load_module+0x2cb3/0x3b20
SyS_finit_module+0x76/0x80
system_call_fastpath+0x12/0x17

INFO: Slab Oxffffea000ladef0@0 objects=17 used=7 fp=0xffff8800693bd728 flags=0x10000

0000004080

INFO: Object Oxffff8800693bc558 @offset=1368 fp=0xffff8800693bc720

Bytes b4 ffff8800693bc548: 00 00 00 GO 0O 00 GO 00 5a 5a 5a 5a 5a 5a 5a 5a

22727777

Object ffff8800693bc558: 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

kkkkkkk

Object ffff8800693bc568:

kkkkkkk

Object ffff8800693bc578:

kkkkkkk

Object ffff8800693bc588:

kkkkkkk

Object ffff8800693bc598:

kkkkkkk

Object ffff8800693bc5a8:

kkkkkkk

Object ffff8800693bc5b8:

kkkkkkk

Object ffff8800693bc5c8:

kkkkkk.

Redzone ffff8800693bc5d8:

6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b

CC CC CcC cCc cc cc cc cc

Padding ffff8800693bc718: 5a 5a 5a 5a 5a 5a 5a 5a

CPU: O PID: 1689 Comm: modprobe Tainted: G B
ffff8800693bcOOO 0OOOOOOOOOOOOOEO Ffff8800693bc558
ffffffff8lcc68ae 00OOOOOOOEEOOOT3 fFFFf88006d407600
ffffffff811fd848 ffff88006d407600 ffffea®O0ladefOO

Call Trace:

[<FFfFffff8icce8ae>]
[<FFfFffff811fd84s>]
[<FffFffffa00026a7>]
[<FFfFffff811ffofs>]
[<FffFffffa0002065>]
[<FFfFffff8120b9fa>]
[<FFfFffff8120a79f>]
[<FFfFffff8120b344>]
[<FFfFffff8120a79f>]
[<FffFffffa00026a7>]
[<FFfFffff81202995>]
[<FffFffffa0002601>]
[<FffFffffa0002065>]
[<FffFffffa0002065>]
[<FffFffffa00026bo>]

dump_stack+0x46/0x58
print_trailer+0xf8/0x160

? kmem_cache_oob+0xc3/0xc3 [test_kasan]
object_err+0x35/0x40

? kmalloc_oob_right+0x65/0x75 [test_kasan]

kasan_report_error+0x38a/0x3f0

? kasan_poison_shadow+0x2f/0x40

? kasan_unpoison_shadow+0x14/0x40

? kasan_poison_shadow+0x2f/0x40

? kmem_cache_oob+0xc3/0xc3 [test_kasan]
__asan_storel+0x75/0xb0o

? kmem_cache_oob+0x1d/0xc3 [test_kasan]

? kmalloc_oob_right+0x65/0x75 [test_kasan]

kmalloc_oob_right+0x65/0x75 [test_kasan]

init_module+0x9/0x47 [test_kasan]

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

6b

ab

3.18.0-rcl-mml+
ffff88006923bb78
ffff88006923bba8
ffff8800693bc558

kkkkkkkkk

kkkkkkkkk

kkkkkkkkk

kkkkkkkkk

kkkkkkkkk

kkkkkkkkk

kkkkkkkkk

kkkkkkkkk

272777777
#98



[<FFffffff810002d9>] do_one_initcall+0x99/0x200
[<Ffffffff8lled4e5¢c>] ? __vunmap+0xec/0x160

[<ffffffff81114f63>] load_module+0x2ch3/0x3b20
[<FFFFffff8110fd70>] ? m_show+0x240/0x240

[<Ffffffff81115f06>] SyS_finit_module+0x76/0x80
[<ffffffff81cd3129>] system_call fastpath+0x12/0x17
Memory state around the buggy address:

ffff8800693bc300: fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
ffff8800693bc380: fc fc 00 GO 0O GO 0O GO 0O GO 0O OO 00 00 00 fc
ffff8800693bc400: fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
ffff8800693bc480: fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
ffff8800693bc500: fc fc fc fc fc fc fc fc fc fc fc 00 00 60 00 00
>FFff8800693bc580: 0O 00 GO 00 OO 00 00 00 00 00 03 fc fc fc fc fc

ffff8800693bc600: fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
ffff8800693bc680: fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc fc
ffff8800693bc700: fc fc fc fc fb fb fb fb fb fb fb fb fb fb fb fb
ffff8800693bc780: fb fb fb fb fb fb fb fb fb fb fb fb fb fb fb fb
ffff8800693bc800: fb fb fb fb fb fb fb fb fb fb fb fb fb fb fb fb

ZIREMREER T 2 E T HMHERUR EBXMERIAR SN, EEEXNEIEIslubdy &RV H#ER
(BXIEFEHMER , B2 0 Documentation/vim/slub.txt 1Y “ SLUBIER#IH” 8857 ) BARSHiARIAIATEDR
MR,

ERE—SHH , REBERGLMUEENAFRS. RiZLBDEENKASANPTEARBE LT
fi#,

FRESBNEININTFFTIRESHERBE— N FFEDPR, X8NFHEIALE , E53ihE) , FRER
redzone, WFEBMNEFFD , BAMEAU TS | RSB FEXEFE8 N FEDYIATiAE] ; N (1
<=N<=7) RRBINNETEA5E)AY , MEM (8-N) NEBUATALE ; F R AERRENSFEDT
FAEAR, BIMERRRNAERK D REEEFAR]IAEINE , FlilRedzoneB FMEIATFE (15

£ Jlmm / kasan / kasan.h )
EIRE L ARETLIBRFE FFT03 , XEMRERIAOIAYHEUERT A SR 5> i45(a],

A S%E : https://www kernel.org/doc/html/v4.14/dev-tools/kasan.html


https://www.kernel.org/doc/html/v4.14/dev-tools/kasan.html

KGDB R+Z i1 IERE
AZEBNNREVIER2ER16 (kdbFlkgdb ) , BATEERZFILZD. NRERFMNISITINEREE T
A%, We]CAER MR EERIm P AMEF — N HFEENZ 8BS 5E R,

Kdb2 & B {LHIsheIXIBRISRE , JMEFBREATTENSNRAEFE LER. EIUERTER
WERNTF , 778, #I2IR , doesg , EEREMRUEAEREME, RELETNREMRARIT—
EEXRMRZIEITES , BEKDARRRNBLKIRIRE. KDEBZEEHRIT LS, UEBMA LRSS
BT AZIE)RE, NRAIBRFERCONFIG_KALLSYMSHMERY , M =] ARE FRiA 0] iz A & X3 i iE
RPRERS,

Kgdb EERFLinuxRZETRABLIEINZE, ES5gd—ERTRIiLinuxA%, HAEgdbrIATFE
N AZURERTF , TEHEFEAERER | HUTNAREFFLAGERgbIFXNAEFIT
N, AJAERZNEHRERSHFRIT-LEBRINITIR,

FERkgdbFEZRMENE. HP—SHBEF%LNEE  5—a82BmNE. ZERHXNAREBRRTEN
Fiz17, AERNSBHNEESFSHvnlinuxXHFi51TgdbEF ( R2ENBRE , dlbzImage , zImage ,
ulmage... ) . fEgdbH , AR ARIEE EFESHFEETkgdb, AEARSgdbBIAEREREURT
MR T EN NIZ P R1E S A B RIRER BT I E N ZARRATkgdb 1/ OFRIRAYE] AT,

Pmi¥ N1
7£ menuconfig FFF /5 CONFIG_KGDB

| Symbol: KGDB [=y]

| Type : bool

| Defined at lib/Kconfig.kgdb:11

| Prompt: KGDB: kernel debugger



|  Depends on: HAVE_ARCH_KGDB [=y] && DEBUG_KERNEL [=y]

|  Location:

-> Kernel hacking

| (1) -> Generic Kernel Debugging Instruments



LOCKDEP

BN
KA IRFRBE AT R 2 BAILEL,

— LR —AEHINN 2 FARMS , BEBFTEERES A (FIRREAA) kA, fw,
inode£&MHPIBIR—NE , MENinode A B IZBIEME EE’JJ—F;’M

WIESRIRERBIRM N, FREFAEUEZENERBIRR, BWIEBRFAFHRASHKEIX R EMRINRR
.‘LEEﬂO

BROUEARE , PERABKEARERX | ERNEEXERBEN , ERBEM , FRIZBENRE
R (E FRER R AN RN Z 8128

ERNTA

7£ Kernel hacking -> Lock Debuging 7 /2 LOCK_DEP jlliff , GEEAREFHE LOCK_STAT)

ing (spinlocks, mutexes,
Lock Debugging (spinlocks, mutexes, etc...)
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?> for Help, </>
for Search. Legend: [*] built-in [ ] excluded <M> module < > module capable

*] Lock debugging: prove locking correctness
i Enable raw_spinlock - spinlock nesting checks

RT Mutex debugging, deadlock detection
Spinlock and rw-lock debugging: basic checks
Mutex debugging: basic checks

Wait/wound mutex debugging: Slowpath testing
kW Semaphore debugging: basic checks

]

]

] Lock usage statistics

- Lock debugging: detect 1ncnrrect freeing of live locks

[*] Sleep inside atnmlc sectlnn checklng
[*] Locking API boot-time self-tests

<*> torture tests for locking

<*> lJait/wound mutex selftests

z17flE . 2RMBMNIR

.000424] Lock dependency validator: Copyright (c) 2006 Red Har

.000443] ... MAX_LOCKDEP_SUBCLASSES: 8

.000460] ... MAX_LOCK_DEPTH: 48

.000476] ... MAX_LOCKDEP_KEYS: 8192
.000492] ... CLASSHASH_SIZE: 4096
.000508] ... MAX_LOCKDEP_ENTRIES: 32768
.000524] ... MAX_LOCKDEP_CHAINS: 65536
.000540] ... CHAINHASH_SIZE: 32768

.000556] memory used by lock dependency info: 6301 kB
.000572] memory used for stack traces: 4224 kB

.000588] per task-struct memory footprint: 1920 bytes
.000604] =------m-memeaaeoooo

.000620] | Locking API testsuite:

B0 To oL L PP
.000651] | spin |wlock |rloc|

L e e T T T e T I I T T T R ]
© 06 0 © © & O © ©®© ©® 6O oo o o o
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@QEEEEY]  —o-—cmomeocsmecc—oocomooeso—co—ceoonon—cosooaooneo

.000698] A-A deadlock: ok | ok | ok]|
.009065] A-B-B-A deadlock: ok | ok | ok]|
.018270] A-B-B-C-C-A deadlock: ok | ok | ok]|
.028441] A-B-C-A-B-C deadlock: ok | ok | ok]|
.038546] A-B-B-C-C-D-D-A deadlock: ok | ok | ok]
.049592] A-B-C-D-B-D-D-A deadlock: ok | ok | ok]|
.060594] A-B-C-D-B-C-D-A deadlock: ok | ok | ok]
.071571] double unlock: ok | ok | ok]|
.079825] initialize held: ok | ok | ok]
LO87588] - - - - mmm o m oo
.087606] recursive read-lock: | ok]
.090094] recursive read-lock #2: | ok]
.092472] mixed read-write-lock: | ok]
.094807] mixed write-read-lock: | ok]
.097203] mixed read-lock/lock-write ABBA: | ok]
.099780] mixed read-lock/lock-read ABBA: | FATIL |
.102444] mixed write-lock/lock-write ABBA: | ok]
2105050] - - - - - - m o m e s
.105079] hard-irgs-on + irg-safe-A/12: ok | ok | ok]|
.108638] soft-irgs-on + irg-safe-A/12: ok | ok | ok]|
.112183] hard-irgs-on + irg-safe-A/21: ok | ok | ok]|
.115749] soft-irgs-on + irg-safe-A/21: ok | ok | ok]|
.119282] sirg-safe-A => hirgs-on/12: ok | ok | ok]|
.122826] sirg-safe-A => hirgs-on/21: ok | ok | ok]|
.126384] hard-safe-A + irgs-on/12: ok | ok | ok]|
.129957] soft-safe-A + irgs-on/12: ok | ok | ok]
.133488] hard-safe-A + irqgs-on/21: ok | ok | ok]|
.137056] soft-safe-A + irgs-on/21: ok | ok | ok]|
.140635] hard-safe-A + unsafe-B #1/123: ok | ok | ok]|
.144589] soft-safe-A + unsafe-B #1/123: ok | ok | ok]|
.148522] hard-safe-A + unsafe-B #1/132: ok | ok | ok]|
.152483] soft-safe-A + unsafe-B #1/132: ok | ok | ok]|
.156465] hard-safe-A + unsafe-B #1/213: ok | ok | ok]|
.160438] soft-safe-A + unsafe-B #1/213: ok | ok | ok]
.164415] hard-safe-A + unsafe-B #1/231: ok | ok | ok]
.168325] soft-safe-A + unsafe-B #1/231: ok | ok | ok]|



IDER &
£ Linux R4H , BI“ERF TR A1 (core) , MAZDBRIR (core image) FiZ “BHFE”(process) 1T =AY

MRFEARES, HHRELREHERIWEIES (signal) MELERITH , RASBROMEEAN -,
MERBIRZA | ZXHMEFT BRI I0EE f#E(core dump),

BEERZRIBENESHAREERALN, ESUTUHEFITIREFNREME , BeTBAHS
MIEFRIE, MENER—MBEM —NENHENRAFEMENXG  XEE S T IHESFIET
ERER, BNERFARESIMARNT , XEFSEEITHRHE-—RNNOMEBSTEITIA, XTESS
Bz fiE ( core dump )

HE—NMEFEGN , RASEREERTER— McoreXH , HANIRT LAET core XX HRITEMIZF
AR ST R EE 1T IR E L

FRZIDEE 1A

BUABST |, Linux ;BT FeoreXXHFAERLINEE , LA F e ST FcoreSXHRIER :

-c unlimited

unlimited SRR R AR BIcore AR/, REBRBIIMETE , REFEFMSANEIRA
7 RFERFIRFATE core IR/, FTUAEAUTHS :

-C 409600

MRBEXRRZOFEMINGE , AFZRMREIRNZI o BIF] :
ERBFFE—ANLIRTPEN  BEHSERITALIRN TN , sJUER DARARENMAZR] /etc/profile
i

vi /etc/profile

-c unlimited

{EFAGDBIF core {4

BEBITRES — ML 8B IRFERF , vi test.c



#include <stdio.h>
#include <stdlib.h>

int int char
{

int *p = ;

*p = ;

return 0;
}

AEREBFRAE—ATIESHE , XRCIESHIETBINERER  BREITE  IRABTRUEMERS |
FEFTTE— core Xi&,

gcc test.c -o -g -MD

1B1TIE , BA1°IAER] segmentation fault (core dumped) R/RER , RACELEHRBRTFT
£T7— core X, iBIL 1s -1 core @S AIUEE :

root@thead-910:~
SrW------- 1 root root 225280 Jan 6 10:51 core

TEFAEF AT BB core SRFHITIFIL, -

root@thead-910:~# gdb test core

GNU gdb (Debian 10.1-1.7) 10.1.90.20210103-git

Copyright (C) 2021 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "riscv64-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<https://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word"...
Reading symbols from test...



[New LWP 1134]

Core was generated by "./test'.

Program terminated with signal SIGSEGV, Segmentation fault.

#0 0Ox0000002ae6775600 in main (argc=1, argv=0x3fffb22d18) at test.c:9
9 *p = 100;

B81d GDB LA B R FRISE9TTIH R,

MRBHAVE—F SR |, BBATTLAFEgdbRFTRIR(b) , RFIBIT() , E—FL()IFR ,

(gdb) b test.c:9

Breakpoint 1 at 0x2ae67755f8: file test.c, line 9.
(gdb) r

Starting program: /root/test

Breakpoint 1, main (argc=1, argv=0x3ffffffce8) at test.c:9
9 *p = 100;

(gdb) p p

$1 = (int *) Ox0

(gdb) n

Program received signal SIGSEGV, Segmentation fault.
0Xx0000002aaaaaabO® in main (argc=1, argv=0x3ffffffce8) at test.c:9
9 *p = 100;

(gdb) quit

A debugging session is active.

Inferior 1 [process 1198] will be killed.

Quit anyway? (y or n) y

{£F GDB A= core HAR<SHEUT :

gdb <f2F> <coreXf4>



BEiz

AREFIRNATE ICE-EVB AR E#FITREAL , A% Linuk NARFEREMAR , F—XAREER
ICE-EVB F &R LB FAINE , EEFEICE-EVB fLinux BT #HITREF L, 5—MHERXXAL
M5, BN7EPCE N LA RISC-V N AALIE , EPCHl LEMNAF% , BEALRHRWIER L
{£3IICE-EVB HLinux T,



TR EINER

F 4R Native FF & If 15
fEICE-EVB A &R L LR ARIME !

apt update
apt install -y build-essential autoconf automake

M : 48 helloworld 2%

1. 4RFERME!: helloworld.c vi helloworld.c

int main(int argc, char **argv)

{
("Hello world!\n");

EXIT_SUCCESS;

2. i, WIT:
gcc helloworld.c -o helloworld

./helloworld
Hello world!

RXHARINE
Fii5— : (£ thead TEAZRR

81T thead L FEFH LK RISC-V TEEE , MR KL thead TH , P[3@1L sudo pip install
thead_tools &3 , thead AR TEMING , FlBTNM TS ETRIE N !

thead toolchain -r

TEENGE , BEREEREENT



Start to download toolchain: riscv64-linux

100.00% [####H####HEHHH
Start install, wait half a minute please.
Congratulations!

HifHH###HE#] Speed: 3.603MB/S

please run command:
source /Users/zhuzhiguo/.zshrc

LERMINGE |, 45 risc-v TEEBIZIMAZ| PATHIMEEZEH !

PATH=$HOME/ .thead/riscv64-1inux/bin:$PATH

FiEZ B tar B

wget "http://yoctools.oss-cn-beijing.aliyuncs.com/\
riscv64-1linux-x86_64-20201104.tar.bz2"

sudo mkdir -p /opt/riscv64-linux
sudo tar xf riscv64-linux-x86_64-20201104.tar.gz -C /opt/riscv64-1linux

# 13 toolchain fIAZ| PATH IMFLZER
PATH=/opt/riscv64-1linux/bin:$PATH

RXHAERG : 455 helloworld F27
1. FE PC 485 1XHE: vim helloworld.c

#include <stdio.h>
#include <stdlib.h>

int main(int argc, char **argv)
{

("Hello world!\n");

EXIT_SUCCESS;

2. wWEERR

# TEPC Ml LFThi4miF
riscv64-linux-gnu-gcc helloworld.c -o helloworld

# BIEFLTEE ICE-DVB F4IR
scp helloworld root@192.168.1.100:~/

3. £ ICE-EVB _EiZ1T helloworld ¥2F%:



ssh root@192.168.1.100

./helloworld
Hello world!



Linux FfY GPIO 4wtz

GPIO(General-purpose input/output) BRAZMABLHIER, EMARNRETR  EEZFEEGITFSSE
MERMIIEPIRRNERR , ILIRFENFTEEICPUES , BMEECPURERAGES. FH,
T2igE T%En/\?&*ﬁﬁ/%ﬂﬁﬂ%?&ﬁﬁ?T EEANLEDMIR S K, WiXLEig&Zpizdl , FERESRN
BROSEFOMEELERESR , MU, ERAXRMGIER LEBRE T —M@RATHRIEVORO” , 1B
FL=EGPIO,

Linux FRYGPIOIZ %

GPIO i&%

BT sysfs HIIZHI GPIO |, %6ifla] /sys/class/gpio B3R , [ export XFB A GPIO RS |, {F151%
GPIO MIREROMNZZBIREBEIAF =8 , GPIO RYE{FHE O E1E direction # value % , direction 1%
%l GPIO /518 , M value FJ#2H GPIO it 3X3X13 GPIO A, X4 10 ANIRIF GPIO , ERAZI T4
B&1%Y open, close, read, write, i#iJ : 1s -1 /sys/class/gpio HAJBELAZEE GPIOMIEE :

root@thead-910:~

total ©

--W------- 1 root root 4096 Jan 6 13:33

Irwxrwxrwx 1 root root 0 Dec 26 20:33 gpiochip352 -> ../../devices/platform/soc/
3fff72000.gpio/gpio/gpiochip352

Irwxrwxrwx 1 root root 0 Dec 26 20:33 gpiochip384 -> ../../devices/platform/soc/
3fff72000.gpio/gpio/gpiochip384

Irwxrwxrwx 1 root root 0 Dec 26 20:33 gpiochip416 -> ../../devices/platform/soc/
3fff72000.gpio/gpio/gpiochip416

lrwxrwxrwx 1 root root 0 Dec 26 20:33 gpiochip448 -> ../../devices/platform/soc/
3fff71000.gpio/gpio/gpiochip448

lrwxrwxrwx 1 root root 0 Dec 26 20:33 gpiochip480 -> ../../devices/platform/soc/
3fff71000.gpio/gpio/gpiochip480

-eW--- - 1 root root 4096 Dec 26 20:33 unexport

XHER

gpio_operation 81T /sys/ 1 O #:4F 10 im0 GPIO 2 H R FARIBRET

¥l GPIO RYB SRAITF /sys/class/gpio

/sys/class/gpio/export X FH T B A AFE S HIZHIRY GPIO 5|RwS

/sys/class/gpio/unexport Fl B &R AEUES H

/sys/class/gpio/gpiochipXXX B RFEFRLH GPIO FER[IES | BIEENFEHREHI5| ML
YRS base , FFRIRAM , SIHEH

ok e

GPIO B

FEEW—/GPIO =5l , BEEEN GPIOHITEY |, IRFSEBWNT :



E—%  IEGPIO 5| iR S

SIMRS = EHRISIMMNSFRER + 2HI5IMSERUR

fian : (B4R GPIO RESERIRFM ) , WREREA GPI01_20 , BASIMRSHMPIEESFTT 1x32 +
20 = 54

EFT¥  BUHEIH
[ /sys/class/gpio/export 5 ALLL4RS , tLUN20S 5|8 , 7 shell FRJLAET LA T an< 3L ¢

20 > /sys/class/gpio/

1s /sys/class/gpio/gpio20

R INE A RY /sys/class/gpio/gpio20 B3k , IR GEHIMMEMNABE R , XBBLE5 AT S H,

F=2 18E5|EAMO
iBiT GPIO A9 directionX {4 , {&fXGPIOS | IRV 5[ :

out > /sys/class/gpio/gpio20/direction

direction EZRISHEIAR  in. out, high, low, EFSE high/low FiZEA @ RGLMIER , 5
value IR EAMEMNAY 1/0

FMOE : B EEE GPIOEE
GPIO 1 value #4285 OH9%{E , F15K0 :

1 > /sys/class/gpio/gpio20/value

cat /sys/class/gpio/gpio44/value

FAHY : BUEGPIO &Y

20 > /sys/class/gpio/unexport

YN

#include <stdlib.h>



#include
#include
#include
#include

<stdio.h>
<string.h>
<unistd.h>
<fcntl.h> //define O_WRONLY and O_RDONLY

static int write_file(const char *filename, const char *value)

{
int fd = open(filename, O_WRONLY);
if(fd '= 0) {
write(fd, value,strlen(value));
close(fd);
return 0,
}
return EXIT_FAILURE,
}
// ¥ GPIO
static int gpio_open(char *id)
{
return write_file("/sys/class/gpio/export", id);
}

// 1%E GPIO 7@
static int gpio_direction(char *id, char *dir)

{

char

filename[128];

sprintf(filename, "/sys/class/gpio/gpio%s/direction", id);

return write_file(filename, dir);

// i&E GPIO EE
static int gpio_set(char *id, char *dir)

{
char filename[128];
sprintf(filename, "/sys/class/gpio/gpio%s/value", id);
return write_file(filename, dir);

}

#define GPIO_PIN_48 "48"

int main(int argc, char **argv)

{

if (gpio_open(GPIO_PIN_48) == 0) {
gpio_direction(GPIO_PIN_48, "OUuT");

while(1) {

gpio_set (GPIO_PIN_48, "1");
usleep(1000000);
gpio_set (GPIO_PIN_48, "0");



usleep( );

return O;

B] BAEEFISHELL M A 33 GPIORYIZ ! :

#!1/bin/bash

40 > /sys/class/gpio/
out > /sys/class/gpio/gpio40/direction
while :
do
1 > /sys/class/gpio/gpio40/value
usleep 1000
0 > /sys/class/gpio/gpio40/value
usleep 1000
done



Linux FHY I12C 4wz

12C &/t

IIC (Inter Integrated Circuit ) S\4%& PHILIPS QB AEM—FEN T, WaZL&FIELZBITEL, 1IC
BEBEMEESSE , WaiES SDA |, ¥4 SCL) .

ENMEEENTES

e ERMIEBFZSRBENEL, R ESNMEZHANGESEL, E— M RCERSLD , 7iEES
M2CBRIEE , ZFSMNERENRSMNETMI,

o —MRCELRFERAMFLELELEE , —FWNAHITHIBL(SDA) , —FBITHHL (SCL), HIEL
EARFREE , BHELATRIEWRLES.

o FMERDSLMIRZEE —MNHIAIRE AL , VLR BIX M T ARREIR & Z 818015
i, HAitR— Nk aRE.

o BB FHEEREIBIRE, HRCIZEETHE , RSRHEMAES  MYUMERESHEH , et
PEASEY , BB EFFPRIE S 4RI SR,

o SANENERERASLEER , ATHLEREAR , 2FBAHPEANRERBMEESHLSL,

o BEE=MEEHER | BB EEMERI100kbivs , BRIEER J9400kbits , EEER FENA
3.4Mbit/s , BEEFIRZRCIZEZ BAZIFEIRER,

i2c-tools

Linux R i2c-tools TERINRZEHM 12C 23 1TiAR , TEEENA i2c-tools FIFERHE.
Zi<i2c-tools
EAARMLnux fSMERBTI TEGSEER !

apt install i2c-tools
i2c-tools 32fft i2cdetect . i2cdump . i2ctransfer . i2cset . i2cget @<, FIR{FI2C,

i2cdetect

o BRFTBFAMIRCEL : i2cdetect -1

i2c-0 i2c Synopsys DesignWare I2C adapter I2C adapter

o I2CIXTZE: i2cdetect -y 0

@ 1 2 3 4 5 6 7 8 9 a b c¢c d e f
00:



10:
20:
30:
40:
50:
60:
70:

i2ctransfer

e 5 : i2ctransfer -f -y 0 w3@0x36 0x50 0x81 0x01

1%

i2ctransfer -f -y 0 w2@0x36 0x30 OXOA r3

i2cdump

B i2cdumpiE L RIS HR2CIREFRIFMBEFFREARE , WM Ai2cdump -y 0 0x50 , 7]

No size specified (using byte-data access)

® 1 2 3 4 5 6
00:
10:
20:
30:
40:
50:
60:
70:
80:
90:
ao:
bo:
co:
do:
en:
fo:

01
00
30
ff
00
36
ff
ff
ff
ff
35
04
ff
ff
ff
ff

00
00
30
ff
00
&l
ff
ff
ff
ff
2d
00
ff
ff
ff
ff

od
35
2d
35
00
33
ff
ff
ff
ff
66
ff
ff
ff
ff
ff

i2cdump -y ©

-y
0

Ox50

00
02
34
2d
00
30
ff
ff
ff
ff
4b
ff
ff
ff
ff
ff

84
36
31
66
37
35
ff
ff
ff
ff
04
ff
ff
ff
ff
ff

7

08 e8

39
30
4b
2d
36
ff
ff
ff
ff
00
ff
ff
ff
ff
ff

39
20
04
66
35
ff
ff
ff
4e
36
ff
ff
ff
ff
ff

OX503E<LH
KRVEVEBFPREITE , EENITES

REVI2CELHRS ;

8 9 a b

03
2d
4a
00
4b
ff
ff
ff
ff
56
2d
ff
ff
ff
ff
ff

04
38
2e
36
04
ff
ff
ff
ff
43
66
ff
ff
ff
ff
ff

4a
32
30
2d
00
ff
ff
ff
ff
42
4b
ff
ff
ff
ff
ff

00
31
ff
66
30
ff
ff
ff
ff
1c
04
ff
ff
ff
ff
i

Cc

00
38
ff
4b
33
ff
ff
ff
ff
00
00
ff
ff
ff
ff
ff

d

00
30
ff
04
32
ff
ff
ff
ff
4d
37
ff
ff
ff
ff
ff

RRI2CIRE ML |, b ERTEE

e

4
1N

00
2d
ff
00
33
ff
ff
ff
ff
31!
2d
ff
ff
ff
ff
ff

f

00
31
ff
00
32
ff
ff
ff
ff
00
66
ff
ff
ff
ff
ff

0123456789abcdef

00 ?.2.2?2?2??3......
30 ..57699-82180-10
ff 00-410 J.0......
00 ..5-fK?.6-fK?...
31 ....7-fK?.032321
ff 6130565.........
ff
ff
ff
@  ccoooo NVCB?.M1. .
4b 5-fK?.6-fK?.7-fK
ff 2 e
ff
ff
ff
©8  coooooooooocanoo ?

AHMS256F T AR,

FxA=|

EIN

ATFTAA:
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